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 ABSTRACT  Revamping of financial regulating bodies needs an intensified attention towards detection of Money 
Laundering (ML) practices. Hence, great covenants of Anti Money Laundering (AML) programs get launched as means 
for detecting fraudulent and illegal activities. In this Content, data mining comes with as a key component in 
abstracting significant information that assists in detecting outliers among those clustered banking transactions. 
Hence, the abnormal behavior of a particular individual gets detected from an overall set of entries. Lack of trade -off 
between minimum computational complexity andenhancedoutlier prediction accuracy paves the way for deployment of 
this proposed scenario that initiates the money laundering detecting mechanism in a dual-fold manner. Primarily, 
Triangular Boundary based Outlier Detection (TBOD) algorithm segments the dataset into a cluster/group on the basis 
of product usage and accompanied customer risk. A triangular matrix gets evolved for organizing those transactional 
records and pictures the boundary constraint for an abnormal behavior. Conversely, behave in surge of a computational 
complexity irrespective of an enhanced detecting accuracy on the basis of an increase in dimensionality. Hence, as an 
alternative, Autoregressive-based Outlier Algorithm for Money Laundering Detection (AROMLD) technique utilizes an 
Inter Quartile Range (IQR) approximation offers a variability metric in isolating suspicious transactions in real-time 
financial systems. This clearly mitigates time complexity along with computational complexity. Comparative analysis of 
both the mechanisms against existing  methodologies is deliberated in terms of sensitivity, specificity, execution time 
and accuracy. 
 

Keywords: Autoregression, Bank Transactions, Inter Quartile Range, Money Laundering Detection, Outlier Detection, 
and Regression Deviation.  

 

I.INTRODUCTION 
Money Laundering (ML) is the financial 
transaction scheme that convertsillegal money 
into legitimate money. The detection of ML 
activities and tracing of the origin of funds in real-
time financial systems is a difficult process. 
Hence, financial institutions utilize the Anti-
Money Laundering (AML) program fordetecting 
the dubioustransactions. AML system executes 
filtering, classification based on suspicious level 
and inspects the data for transaction anomalies. 
Generally, ML hasthree stages: placement, 
layering, and integration. The illegitimate 
properties of the launderer is unlawfully let into 
the financial system during the placement stage.. 
The layering stage includes the following 
transactions: Financing real estate and legitimate 
businesses, movement of deposited cash from 
one account to another and the reselling of 
monetary instruments. Finally, the integration 
stage putsthe laundered money into the economy 
to generate the perception of legitimacy. The 
huge amount of ML introduces negative effects on 
the economic level of the society. The detection of 
ML activities and the isolation of normal and 
outliers are the important stages in the real-

world financial system.  The major challenge in 
the detection process is the sorting of genuine 
transactions to detect dubious activities from the 
real-time datasets. Financial institutions utilize 
statistical methods to detect and provide the 
information relatives to the money laundering 
activities of the government sectors for 
disciplinary actions. The statistical methods 
utilization suffers from mislabelling or unknown 
labels due to changes in strategic plan. The time 
required for ML activities detection is more with 
statistical methods. Instant and effective 
detection techniques are required to handle these 
challenges. Hence, the extraction of hidden 
information from the large size dataset called 
data mining is used.It plays a major role in the 
detection of money laundering activities[1-3].   
 Outlier Detection (OD) in the data mining 
has specific reference to support anomaly 
prediction in the network, abnormal cash-flow 
transactions in the banking sectors, security and 
engineering applications. OD plays the major role 
in the financial system to detect the ML activities. 
Structured processes and intelligent systems are 
required to detect the ML activities in the real 
world financial systems. The diversity in data 
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collection mechanisms divides the data domain 
into spatiotemporal, distributed stream, time-
series[4,5]. The evolution of time-series data 
mining techniques supports the extraction of 
meaningful knowledge from a large size data.The 
lack of information arethe deviation from the 
normal leads to time complexity[6]. The 
application of AnyTime OD method on time-
series data is highly time consuming. The 
existence of diverse classes for the specific 
domain introduces time and computational 
complexities in time-series mining algorithms.  
Moreover, the presence of errors or partial 
completeness in real-time dataset leads to the 
uncertain data domain. The incorporation of 
pseudo training and the confidence score in 
Support Vector Data Description (SVDD) helps in 
the detection of the outlier in the uncertain data 
domain. The parameter selection in the Support 
Vector (SV) models[7]has an adverse effect on the 
identification of suspicious financial transactions 
that leads to time complexity. Hence, research 
studies being in the cross-validation 
method[8]mean and standard deviation-based 
outlier detection methods for an optimal 
parameter selection and highclassification 
accuracy. The exclusion of values over two to 
three standard deviations around the mean value 
is a poor indicator of outliers. Besides, the high-
dimensionality is known for huge computational 
requirements. Hence, computational intensive 
methods are not applicable for OD that leads to 
regression models. 
The measure of the influence of any observation 
on the data plays a major role in linear regression 
models. But, the presence of outliers offers 
exceptional susceptibility to the ordinary least 
square models that triggerrobust regression 
models such as Forward Search (FS), Least 
Median of Squares (LMS), Least Trimmed Squares 
(LTS) and Minimum Covariant Determinant 
(MCD) estimator[9,10]. Forecasting return 
volatility is the major key parameter in financial 
analysis.It requires data quality, volatility model, 
and suitable measure. The presence of multiple 
outliers generates masking effect leading to data 
quality disruption. Autoregressive models and 
the distance-based techniques reduce the 
masking effect that improves the performance of 
prediction of normal and abnormal instances. The 
limitations observed from research studies are 
listed as follows: 

 Computational complexity and the 
efficient OD are the major issues in the 
traditional research studies due to the 
high-dimensionality.   

 The lack of depth in analysis inhibits 
the detection ability of ML activities.  

 The trade-off between the less 
computational time complexity and 
high-accuracy is a major requirement 
in outlier prediction.  

The novel technical contributions of 
Autoregressive-based Outlier algorithm for MLD 
(AROMLD) are listed as follows: 

 The categorization prior to the 
autoregression based on customer type, 
risk and transactions reduce the 
dimensionality. 

 The self-evaluation capability of auto 
regression enhances the ML detection 
performance 

 The interquartile range (IQR) 
measurement in this paper offers a good 
performance in outlier detection 
compared to other dispersion methods 
(range, variance, and SD) and it analyzes 
the time-series data pairs in detail.  

 Dimensionality reduction provides the 
necessary trade-off between the less 
computational time and high-accuracy.  

This paper is organized as follows: Section II 
describes the related works on outlier detection 
and their impact on financial crime analysis. 
Section III discusses the proposed Triangular 
Boundary based Outlier Detection (TBOD) and 
Autoregressive-based Outlier algorithm for 
Money Laundering Detection (AROMLD).  Section 
IV presents the working methodology of 
Triangular Boundary based Outlier Detection 
(TBOD) approach. Section IV presents the 
performance analysis ofAROMLDregarding the 
sensitivity, specificity, accuracy and execution 
time, over the existing methods. Section V 
presents the functionality of Autoregressive-
based Outlier algorithm for Money Laundering 
Detection (AROMLD) technique.Finally, section VI 
presents the conclusion.  
 

II. Related Work 
This section deals with the influence of OD and 
regression models on the detection of money 
laundering activities. Heidarinia et al.[11] have 
presented an intelligent AML for detecting users 
who work with undetailing of risks in banking 
systems. Here, risky transactions are identified on 
the basis of the features extracted from the 
customer profile. The potential resources for 
outliers such as noise and errors existing in those 
profiles created are efficiently removed assuming 
an easy retrieval of high-dimensional data. 
Outlier detection is also termed as 
anomalydetection or deviation detection. Bakar, 
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et al.[12]. As a general practice, the success seen 
by outliers arise from faults in the system, 
customers and indifference, fraud, natural 
deviation in date set etc. Kamlesh  D. Rohit and 
Patel [13].It isnecessary to distinguish between 
the applications of outlier detection. It is a basic 
task applied in data mining along with predictive 
modeling .The detection techniques can be used 
for identification of fraud and money laundering 
[14,15]. It recognizes the unusual behavior 
pattern apart from the given dataset. Sudjianto et 
al.[2]. exemplifiedan inventive statistical 
procedures for detecting fraudulent practices 
through deployment of a systematic money 
laundering approach. The availability of less 
information regarding the normal and fraud 
transactions made the OD as difficult one. 
Gupta et al.[4] have reviewed the OD techniques 
for temporal data mining and declared that the 
presence of diverse data types did not have the 
ability to perform the generalization process 
owing to the presence of an utmost 
correspondence concerning the elemental 
characteristics. Rohit and Patel [1]have 
excruciated the clustering techniques and the 
best techniques for the detection of Anti-Money 
Laundering (AML) activities. They replaced the 
rule-based formulation with the artificial 
intelligence and performed unsupervised 
learning on the small training dataset. Kannan 
and Somasundaram[16] detected outliers existing 
in clustered information with an enriched 
accuracy. The raising up of personal information 
stolen during the credit/debit card payments and 
the resolution theory consumed more time. The 
well structuring of outlier prediction is the 
complex task. Segmentation/Clustering is applied 
on the dataset to identify similar data objects into 
classes [17], hence it is recognized that the same 
cluster objects have higher similarity and the 
objects located in different clusters are very 
different. Keyan and Tingtin[18] have presented 
the cross validation method for the identification 
of the optimal SVM classifier parameters to 
overcome the suspicious transactions in the 
financial industry. Cross validation approach 
helps to identify the optimal parameters 
depending on the highest classification accuracy 
rate. It is performed on the basis of a grid search 
that eliminates the state of over-learning and 
less-learning. Zhang et al. [19] presented an 
innovative approach for evaluating scattered 
datasets as a means of estimating the outlier 
objects through deployment of Local Distance 
based Outlier Factor (LDOF). It utilizes the 
relative object location to its neighboring object 

to estimate the degree of diversion of the object 
from its neighbor. Harb and Moustafa[20] 
provided various feature selection algorithms to 
identify a high predictive performance algorithm. 
The aim of this analysis is to increase the 
analytical accuracy with less number of features. 
Vembandasamy et al.[6] proposed the hybrid 
combination of fuzzy clustering with the OD 
algorithm that required a large time 
characterized through Modified Particle Swarm 
Optimization-Least Square-Support Vector 
Machine (MPSO-LS-SVM) and Fuzzy Clustering 
Means with Outlier Detection (FCM-O). The study 
of traditional research methods conveyed the 
requirement of the algorithm design considering 
the optimal trade-off between the computational 
time complexity minimization and the accurate 
outlier prediction. Besides, the Area Under the 
Curve (AUC) for representing the relationship 
between the positive values (true positive and 
false positive) are also the important parameter 
for OD performance validation. 
Melnyk et al.[21] have proposed the scalable 
framework called Semi-Markov Switching Auto 
Regressive model with inherent parallel 
computations. Syarif et al.[22] highlighted the 
feature extraction/selection algorithms for 
dimensionality reduction and cost minimization 
to ensure maintenance of the same accuracy 
level. They performed simulations on real-time 
datasets to achieve online anomaly prediction. 
The outlier occurrences introduced the loss of 
categorical data handling. Mariet et al[23] 
proposed the tuple expansion process that 
reconstructed the rich information from the 
semantic poor SQL data and showed a good 
classification performance. The extraction of 
meaningful knowledge from the large size data 
with the inclusion of time parameter is the 
difficult process.𝜀 
 

III. Triangular Boundary based Outlier 
Detection (TBOD) and Autoregressive-based 
Outlier Algorithm for Money Laundering 
Detection (AROMLD) 
This section outlines the methods used in outlier 
detection of online bank transactional datasets 
withminimum computational operations. The 
bank transactional dataset includes the following 
parameters: transaction ID, customer ID, 
Customer type, transaction date, transaction 
amount and the mode of transaction. Figure 1 is 
the flow diagram of the proposed Triangular 
Boundary based Outlier Detection (TBOD) and 
Autoregressive-based Outlier algorithm for 
Money Laundering Detection (AROMLD). Initially, 
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the data extracted are segmented on the basis of 
prior metrics such as the customer type (𝐶𝑡𝑦𝑝𝑒 ), 

risk (𝐶𝑟𝑖𝑠𝑘) and transaction (𝑇𝑟). Hence, the 
customer profiles are segregated into either an 
individual or a business person or a corporate 
organization. The outliers can be isolated in an 
appropriate manner as per the norms of every 
segment using the process of segmenting 
accounts. Later, preprocessing procedure 
eradicates those flaws present in the transactions 
to taken up. Moreover, the outliers in bank 
transactions of customers with malpractice are 
detected on the basis of two different models 
given as TBOD and AROMLD techniques. In TBOD 
methodology, the preprocessed customer profiles 
are subjected to Triangular Area Map (TAM) 
creation in order to abstract correlations 
between those transactional details. Moreover, 
repetitive details available in an unwanted 
manner are normalized. This action assists in 
segregating abnormal transaction records from 
normal ones. Outliers are typically isolated 
through indication of large values of Mahalanobis 
distance that is actually a multidimensional 
version of a z-score. Those transactions acquired 
form the benchmark dataset are maintained kept 
as a training instance. New transactional 
instances are processed in a similar way and 
comparisons are made. In the event of a match 
founds, that profile concerned is deliberated as 
outlier. This procedure employed in identifying 
outlier of ML incurs a huge computational 
complexity and time consuming too. The overall 
processing time surges with respect to the 
increase in the dimensionally of transactional 
information. Hence another model termed as 
AROMLD is formulated. 

 
Figure 1.Overall flow of TBOD-AROMLD method 

Successive operations such as mean, zero mean, 
autoregression and Inter Quartile Range (IQR) 
are performed on the extracted dataset for 
detecting ML activities. The regression deviation-
based IQR estimation sets the threshold limit to 
differentiate the normal and outliers in 
transactions. The values are referred to an outlier 
if their regression deviation is greater than the 
threshold limit, or else they are considered as 
normal. The regression deviation and the inter 
quartile range based threshold limit fixing 
enhance the ability to estimate the variability 
measure for the unknown extreme values. 
The proposed TBOD-AROMLD comprises the 
sequential processes as Data preprocessing, 
Mathematical formulaton and outlier detection. 
Table I shows the variable used for the TBOD-
AROMLD method and their descriptions. 
 

TABLE 1 SYMBOLS AND DESCRIPTIONS 
Symbols Description 
X Dataset 

i Instance 

c Class 
𝜖𝐽  𝑎𝑛𝑑 𝜖𝑘 Vectors 

XTAML Lower triangle 
𝑇𝐴𝑖

𝑐  Triangular area 

𝑇𝑖
𝑐    Mean value of  

triangular matrix 

𝐶𝑜𝑣𝑐 Covariance matrix 
MD Mahalanobis Distance 

𝜇 Mean 
𝜎 Standard deviation 

TX Testing dataset 

𝐷𝐾 =  𝐷1 ,𝐷2 , 𝐷3 
….𝐷𝑛  

Dataset 

𝐶𝑡𝑦𝑝𝑒  Customer type 

𝐶𝑟𝑖𝑠𝑘  Customer risk 
𝑇𝑟 Transaction type 

𝐵𝐾 = 𝐵1 , 𝐵2 , 𝐵3  
…. 𝐵𝑛 

Values based  
on prior metrics 

𝑛 Total number of attributes 

𝜇𝐶 Mean value 

𝐾 Instant value of the dataset 
∇𝐵𝐾  Stationary values 

𝑀𝑆𝐸 Mean Square Error 
𝜇𝑧𝑘

 zero mean value 

𝑅𝑀𝑆 Root Mean Square  

𝐴𝑅𝑘  Autoregression for 
 𝑘 th value 

𝑅𝐷𝑘  Regression Deviation 
 for 𝑘 th value 

𝐼𝑄𝑅 Inter Quartile Range  
𝑇𝑀 Threshold limit 

𝑇 Constant value (1.75 or 1.5) 

𝜏𝑂𝑢𝑡𝑙𝑖𝑒𝑟  Outlier 
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A. Data Preprocessing 
The banking dataset, (𝐷𝐾 =  𝐷1 ,𝐷2 ,𝐷3 ….𝐷𝑛) 
contains the series of transaction data with their 
own attributes and features.   The dataset 
containsseveral attributes and the identification 
of relevant attributes to build the model is the 
initial step in the proposed work. The ultimate 
proficiency of data mining along with information 
features is enhanced with assistance of the 
preprocessing procedure. The relevant attributes 
for defining the segments are client/business 
type, account type, account ownership and 
balance level. Three chief categorization methods 
for datasets accessible are designated as 
corporate, financial and individual institutions 
segregated on the basis of attributes chosen. 
Among them, the individual transactions are 
categorized into two, namely, risk (low or high) 
and mode of transaction (wire, cash and 
Monetary Instruments (MI)) for outlier detection.  
In this paper, the bank dataset is extracted 
depends on the three parameters 
namely,𝐶𝑡𝑦𝑝𝑒 ,𝐶𝑟𝑖𝑠𝑘and𝑇𝑟. The extracted dataset 

values based on these parameters initialized as 
the input values for further processing in 
AROMLD. 
 

IV. Triangular boundary based outlier 
detection (TBOD) 
The practice of outlier detection involves the 
usage of detection algorithm on input data to 
identify the list of outliers. In banking datasets, 
the input generally includes the series of 
transaction data or an audit log records on those 
transactions. 
A. Multivariate Correlation Analysis 
In this section, TBOD algorithm is introduced for 
outlier detection. It helps to improve the 
performance and accuracy of the model. It 
extracts the correlation between two distinct 
features within every transaction recorded in the 
database. Feature normalization is applied on the 
features to standardize the independent 
variables. All the extracted correlations are 
stored in the form of TAM. Then, it is used for the 
replacement of the normalized or original data 
records to denote the transaction record. It helps 
differentiating between normal and abnormal 
transaction records. Mahalanobis distance is used 
where large values indicate the outliers that also 
account for z-score in a multidimensional form. 
The centroid of a distribution is computed for 
assessing the multidimensional mean along with 
evaluation of multidimensional covariance of the 
distribution. 

Consider the training dataset X for the class label 
c is defined as, 
                 𝑥1     
              𝑥2    
𝑋𝑐 = [ ∶ ] (1) 
 .    
 𝑥𝑛  
Where the single ith instance xi represents the ‘m’ 
number of features. 
Here, TAM concept [24] is applied for retrieval of 
the geometrical correlation among the jth and kth 

features in the vector xi. Data transformation is 
used for attaining the triangle created by the two 
features. All the possible permutations of any two 
different features in the vector xi are taken out for 
formulating a complete discrimination and the 
appropriate triangle areas are calculated. TAM is 
formulated and all the triangle portions are 
organized as the map corresponding to their 
indexes. 
The geometrical multivariate correlations can be 
denoted as, 
 

XTAML={𝑇𝐴𝑀𝐿𝑂𝑊𝐸𝑅
1 ,𝑇𝐴𝑀𝐿𝑂𝑊𝐸𝑅

2 ,.,𝑇𝐴𝑀𝐿𝑂𝑊𝐸𝑅
𝑖 ,..,

𝑇𝐴𝑀𝐿𝑂𝑊𝐸𝑅
𝑛 } 

     (2) 
It offers characterization for individual 
transaction records rather than modeling a group 
of transaction records. Also, the correlation 
among the distinct couples of features is revealed 
by the geometrical structure analysis. 
Modifications on these structures may happen 
only when the suspicious activity can appear in 
the transaction. It helps to identify the outliers in 
the transaction. 
The triangular matrix for the ith instance with 
class label ‘c’ is written as 
 
 

𝑇𝐴𝑖
𝑐 =

 

 
 
 

0 𝑇1,2
𝑖 𝑇1,3

𝑖 ⋯ 𝑇1,𝑚
𝑖

𝑇2,1
𝑖 0 𝑇2,3

𝑖 ⋯ 𝑇2,𝑚
𝑖

𝑇3,1
𝑖 𝑇3,2

𝑖 0 ⋯ 𝑇3,𝑚
𝑖

𝑇4,1
𝑖 𝑇4,2

𝑖 𝑇4,3
𝑖 0 𝑇4,𝑚

𝑖

𝑇5,1
𝑖 𝑇5,2

𝑖 𝑇5,3
𝑖 ⋯ 0  

 
 
 

 

     (3) 
 

The mean value is then generated from the 
triangular matrix for individual instance. It is 
described as follows: 
 

𝑇𝑖
𝑐   ←  

1

𝑞∗𝑟
  𝑇𝑟

𝑘=0
𝑞
𝑗=0 𝐴𝑖𝑗 ,𝑘   

     (4) 
Covariance matrix (Covc) is generated from the 
triangular matrix between instances. 
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𝐶𝑜𝑣𝑐 = 

 
 
 
 
 
 
 

𝜎(𝑇2,1
𝑐 ,𝑇2,1

𝑐 ) 𝜎(𝑇2,1
𝑐 ,𝑇3,1

𝑐 ) ⋯ 𝜎(𝑇2,1
𝑐 , 𝑇𝑚 ,𝑚−1

𝑐 )

𝜎(𝑇3,1
𝑐 ,𝑇2,1

𝑐 ) 𝜎(𝑇3,1
𝑐 ,𝑇2,1

𝑐 ) ⋯ 𝜎(𝑇3,1
𝑐 , 𝑇𝑚 ,𝑚−1

𝑐 )

⋯
⋯
⋯

𝜎(𝑇𝑚 ,𝑚−1
𝑐 ,𝑇2,1

𝑐 ) 𝜎(𝑇𝑚 ,𝑚−1
𝑐 ,𝑇2,1

𝑐 ) ⋯ 𝜎(𝑇𝑚 ,𝑚−1
𝑐 ,𝑇𝑚 ,𝑚−1

𝑐 ) 
 
 
 
 
 
 

 

     (5) 
Where 𝜎denotes the standard deviation and it is 
computed by the following equation: 
 

𝜎 𝑇𝑢 ,𝑣
𝑐 , 𝑇𝑥 ,𝑦

𝑐  =  
1

𝑧−1
 𝑧

𝑗=1 (𝑇𝑢 ,𝑣
𝑐 ,𝑗

− 𝜇𝑇𝑐 𝑢, 𝑣)(𝑇𝑥 ,𝑦
𝑐 ,𝑗

−

𝜇𝑇𝑐 𝑥,𝑦) 
(6) 

 

The proposed method uses the Mahalanobis 
Distance (MD) for processing records for 
determining the outlier threshold values. MD is 
estimated based on the estimated mean (𝜇), 
standard deviation (𝜎) and triangular mean 𝑇𝑖

𝑐   . 
The distance for ith instance for class label is 
computed by using equation (10). 

𝑀𝐷𝑐 ,𝑖 𝑇𝐴𝑖
𝑐 ,𝑇𝑐 =   

 𝑇𝐴𝑖
𝑐 ,𝑇𝑐 𝑇 𝑇𝐴𝑖

𝑐 ,𝑇𝑐 

𝐶𝑜𝑣𝑐   

    (7) 

𝜇 =  
1

𝑧
 𝑀𝐷𝑐,𝑖𝑧

𝑖=1     (8) 

 

𝜎 ←  
1

𝑧−1
  𝑀𝐷𝑐 ,𝑖 − 𝜇 2𝑧

𝑖=1     (9) 

 

Mahalanobis distance [25] evaluates the distance 
between two multivariate data objects by taking 
the correlation between the variables into 
account. It also removes the dependency on the 
scale of measurement at the time of calculation. 
The overall steps used for TBOD algorithm and 
the testing algorithm are given below: 
 

Training Algorithm 
Input:𝑋𝑐  

Output:𝜇,𝜎, 𝐶𝑜𝑣𝑐, 𝑇𝑐  
Begin 

1. Compute Triangular Area using eqn (6) 

2. For I =1,2,....z do 

3.  𝑇𝐴 ← 𝑇𝐴𝑖
𝑐  

4. End For 

5. Compute 𝑇𝑐  ←  
1

𝑧
 𝑇𝑖

𝑐𝑧
𝑖=1  

6. Compute 𝐶𝑜𝑣𝑐using eqn (8) 

7. For i=1,2,..z do 

8. Compute𝑀𝐷𝑐,𝑖 ← 𝑀𝐷𝑐,𝑖 𝑇𝐴𝑖
𝑐 ,𝑇𝑐  using 

eqn(7) 

9. End For 

10. Compute 𝜇,𝜎 

11. Return Model/Profile (𝜇,𝜎, 𝐶𝑜𝑣𝑐, 𝑇𝑐) 
End 

 
 

Testing Algorithm 

Input:TX,  𝜇,𝜎, 𝐶𝑜𝑣𝑐, 𝑇𝑐  
Output:T𝑋𝑐  

Begin 

1. Compute Triangular Area using eqn (3) 

2. For I =1,2,....z do 
3.  𝑇𝐴𝑖 ← 𝑇𝑋𝐴𝑖  

4. For c=1,2,..C do 

5. Compute 
𝑀𝐷𝑐,𝑖 ←

𝑀𝐷𝑐,𝑖 𝑇𝐴𝑖 , 𝑇
𝑐 𝑢𝑠𝑖𝑛𝑔 𝑒𝑞𝑛  10  

6. If (𝑀𝐷𝑐,𝑖-𝜇 ∗ 𝜎) ≤ 𝑀𝐷𝑐,𝑖 ≤ (𝑀𝐷𝑐,𝑖 +
𝜇 ∗ 𝜎) 𝑡𝑒𝑛 

7.  𝑇𝑋𝑖 ← c (normal) 
8. Else 

9.  𝑇𝑋𝑖 ← c (outlier) 

10. End if 
11. End For 

12. End For 
End 

 

B.Outlier Detection Mechanism 
The correlation among the distinct couples of 
features is revealed by TBOD algorithm. Here, a 
boundary layer is set and the dissimilarities 
among the incoming transactions are examined 
by the TBOD approach using the boundary values. 
Modifications on these structures may occur only 
when the suspicious activity appears in the 
transaction. It helps to identify the outliers in the 
transaction. 
 

Dis(Testdata) ← 𝑀𝐷(𝑇𝐴𝑀𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑𝑙𝑜𝑤𝑒𝑟 ,𝑇𝐴𝑀𝑙𝑜𝑤𝑒𝑟𝑋 ) 

                                               (10) 
 

Dis (Testdata) is the Mahalanobis distance 
between test data and trained model data. 
If the dissimilarity is greater than the boundary 
layer, it is identified as a suspicious transaction. 
Otherwise, it is recognized as a normal 
transaction. The upper and lower boundary 
layers for each class present in the training 
dataset are formulated using normal distribution. 
These values help prediction of the accurate class 
for each instance. 
 

V.Autoregression-based Outlier algorithm for 
Money Laundering Detection (AROMLD) 
The extreme observation in the extracted values 
can be regarded as the outliers. The probabilistic 
on measures such as mean, zero mean, regression 
deviation (𝑅𝐷), Inter Quartile Range (𝐼𝑄𝑅) are 
estimated. The estimated 𝐼𝑄𝑅  valueis usedfor 
setting the threshold limit for outliers (𝜏𝑂𝑢𝑡𝑙𝑖𝑒𝑟 ). 
The formulation and the computation of 
successive values are described in detail in this 
section. Initially, the mean value (𝜇𝐶) is 
estimatedusing the ratio of sum of the individual 
bank dataset values as 
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𝜇𝐶 = 
1

𝑛
 𝐵𝐾

𝑛
𝑘=1    (11) 

The computed mean value plays a major role in 
autoregression formulation and the Mean Square 
Estimation (MSE). Another attribute for 
estimation of the AR value is the zero mean which 
depends on the stationary values (𝛻𝐵𝐾) that 
depend in turn upon the 𝐾th value.Then,the zero 
mean value is assessed from the estimated 
stationary. The AR value is computed from the 
sum of zero means and the mean value of the 
bank set values. Following this, Regression 
Deviation (RD) of the AR value with respect to 
each bank set value is estimated. The average of 
the RD values for the overall attributes decides 
the Inter Quartile Range (IQR) that supports the 
variability measure for the unknown extreme 
values in the dataset.The product of computed 
𝐼𝑄𝑅 and the constant value 1.75 decides the 
threshold limit for deciding the outlier. The 
algorithm for the proposed AROMLD 
implementation is listed as follows: 
 
 

AROMLD Algorithm 
Input: Preprocessed Dataset (𝐵𝐾 =
 𝐵1 , 𝐵2 , 𝐵3 …. 𝐵𝑛)  
Output: Outlier (𝜏𝑂𝑢𝑡𝑙𝑖𝑒𝑟 ) 

13. Calculate Mean Value  𝜇𝐶 = 
1

𝑛
 𝐵𝐾

𝑛
𝑘=1  

14. Calculate stationary values 
  𝛻𝐵𝐾 =  𝐵𝐾 −  𝐵𝐾−1 

15. Calculate zero mean 

𝜇𝑧𝑘
 = 

1

𝑛−𝑚
 𝛻𝐵𝐾

𝑛
𝑘=𝑚  

                   // 𝑚 is count of current 
dataset 

16. Calculate Autoregression (AR) 
𝐴𝑅𝑘 = 𝜇𝑧𝑘

+ 𝜇𝐶 

17. Compute Regression Deviation (RD) 
𝑅𝐷𝑘 =  𝐵𝐾 − 𝐴𝑅𝑘   

18. Compute Interquartile Range for 
𝐴𝑅𝐷𝑖𝑓𝑓 and Limit LM 

𝐼𝑄𝑅 = 𝐴𝑣𝑔  𝑅𝐷𝑘   
𝑇𝑀 = 𝑇 ∗ 𝐼𝑄𝑅 

19. Check bank dataset is greater than the 
limit value and assign the dataset to 
outlier set if they more than the limit 

      𝑖𝑓 (𝑅𝐷𝑘 > 𝑇𝑀) 
𝜏 =  𝐵𝐾  
𝐸𝑛𝑑 𝑖𝑓 

𝜏𝑂𝑢𝑡𝑙𝑖𝑒𝑟 =  𝜏 
 

A.Outlier Detection 
The decision of the outlier depends on the 
comparison between the regression deviations 
for 𝑘 −th attribute and the threshold limit (𝑇𝑀). 
There are two cases arises in the outlier decision 
as follows: 
Case 1: 𝑅𝐷𝑘 > 𝑇𝑀 

If the regression deviation (𝑅𝐷𝑘) is greater than 
the threshold limit (𝑇𝑀),the transaction 
corresponding to the attribute is regarded as the 
outlier. The OD from this case effectivelydecides 
the money laundering actions in financial crimes.  
Case 2: 𝑅𝐷𝑘 < 𝑇𝑀 
If the regression deviation (𝑅𝐷𝑘) is lesser than 
the threshold limit (𝑇𝑀), then the transaction 
corresponding to the attribute is regarded as the 
normal.  
The isolation between the normal and the outlier 
in the bank transactions influences the money 
laundering detection. The abnormal transaction 
prediction via outlier detection offers the 
immediate preventive actions to the money 
laundering activities.  
 

VI.Performance Analysis 
The superior performance validation of the 
proposed TBOD-AROMLD over the existing 
outlier detection techniques is presented in this 
section.  The proposed TBOD-AROMLD validates 
its performance with the 9000 bank transactions 
with the following parameters: transaction ID, 
customer ID, type, risk, transaction date, 
transaction amount and the mode of transaction. 
The performance comparison of proposed and 
existing techniques considers the following 
measuressensitivity, specificity, execution time 
and the accuracy. 
 

TABLE II COMPARATIVE ANALYSIS 

 
 

A.Sensitivity 
The ratio between true positives to the 
summation of true positives and true negatives is 
defined as sensitivity and the same metric holds 
the maximum value that consequently indicates 
the effectiveness of the proposed work. 

 Sensitivity = 
𝑇𝑃

𝑇𝑃+𝐹𝑁
  

   (12) 
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Fig.2 Sensitivity analysis 

Fig. 2 shows the sensitivity analysis for the 
proposed and the existing methods. The 
sensitivity for the overall dataset values in 
existing Decision Tree Random forest (DTRF), 
Naïve Bayes, K-Means Instance based K-nearest 
Neighbor (K-Means-IBK) and TBOD is 0.937, 
0.938, 0.95 and 0.954 secs respectively. The 
prevailing methodologies offer an intelligible 
accuracy rate it incurs more complexity. The 
TBOD methodology also achieves an enhanced 
accuracy accompanied by an enriched 
computational complexity in boundary formation 
for every single attribute gets added into the 
procedure. Hence, a simple computation and the 
easy formulation of IQR based outlier detection in 
AROMLD enhances the accuracy of outlier 
detection rate that subsequently surges 
sensitivity by 2, 2.79, 1.55 and 1.139 % compared 
to DTRF, NB, K-IBK and TBOD respectively. 
B.Specificity 
Specificity involves calculation of the proportion 
between negatives that are correctly identified 
and the equation signifying the calculated valueof 
specificity is, 
    

 Specificity = 
𝑇𝑁

𝐹𝑃+𝑇𝑁
  

   (13) 
 

 
Fig.3 Specificity analysis 

Fig.3 shows the specificity analysis for the 
proposed and the existing methods. The 
sensitivity for the overall dataset values in the 

existing Decision Tree Random Forest (DTRF), 
Naïve Bayes, K-Means Instance based K-nearest 
Neighbor (K-Means-IBK) and TBOD is 0.975, 
0.975, 0.966 and 0.988 secs respectively. The 
prevailing methodologies offer a legible accuracy 
rate but it has more complexity. The TBOD 
methodology also achieves an enhanced accuracy 
followed by an enriched computational 
complexity in boundary formation for every 
single attribute getting added into the procedure. 
Hence, the simple computation and the easy 
formulation of IQR based outlier detection in 
AROMLD enhances the correctness of outlier 
detection rate that subsequently escalates 
specificity by 1.61, 1.61, 2 and 0.3 % when 
compared to DTRF, NB, K-IBK and TBOD 
respectively. 
C.Execution Time 

 
Figure 4. Execution time analysis 

The execution time for the overall dataset values 
depicted in Fig.4 shows the execution time 
analysis for the proposed and the existing 
methods. The execution time for the overall 
dataset values in existing MPSO-LS-SVM, Fuzzy-C-
Means (FCM) with Outlier[6]and TBOD[26] are 
31, 19 and 14 secs respectively. The FCM with 
outlier offers time reduction. But, the rule 
formulation comprises more computational steps. 
Endorsed TBOD methodology achieves an 
enhanced accuracy accompanied by an increase 
in execution time than AROMLD owing to the 
repetitive triangular boundary construction for 
every attributes inferred. Hence, simple 
computation and the easy formulation of AR 
based outlier detection in AROMLD reduces time 
consumption by 61.29, 36.84 and 14.28 % 
compared to MPSO-LS-SVM, FCM with outlier and 
TBOD respectively. 
D.Accuracy 
The accuracy is the measure of number of true 
predictions of an outlier in the real-time on-line 
transactional flows. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 (%) =
𝑁𝑜  𝑜𝑓  𝑡𝑟𝑢𝑒  𝑜𝑢𝑡𝑙𝑖𝑒𝑟  𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛𝑠

𝑇𝑜𝑡𝑎𝑙  𝑛𝑢𝑚𝑏𝑒𝑟  𝑜𝑓𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛𝑠  
× 100

  (14) 
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Figure 5. Accuracy analysis 

The increase in true predictions (outlier) 
increases the accuracy. Hence, the maximum 
accuracy values decides the effectiveness of OD 
algorithm.The accuracy of MPSO-LS-SVM, FCM-O 
[6]and TBOD[26] are 84, 93 and 94.46 %. The 
TBOD provides more accuracy than the existing 
approaches with the computational complexity. 
The proposed AROMLD efficiently reduces the 
computational complexity by using the regressive 
formulations and improves the accuracy into 94.8 
%. Fig. 5 shows that the effective variability 
measure and the deviation estimation in 
AROMLDoffer 12.86, 1.94 and 0.36 % better than 
the MPSO-LS-SVM, FCM-O and TBOD models 
respectively. 
 

VII. Conclusion and Future Work 
This paper has proposed two diverse mechanism 
in identifying dubious activities for detecting ML 
activities in real-time financial systems. A perfect 
trade-off between minimum computational 
complexity and enriched outlier prediction 
accuracy is deployed proficiently. Though TBOD 
detects for accurate ML activity in suspicious 
transactions, it incurs a maximized computational 
complexity and execution time that mitigates the 
overall performance of the system. As an 
alternative, AROMLD technique utilizes IQR for 
segregating the abnormal financial transactions 
accomplished with lessened time complexity. The 
comparative analysis for both TBOD and 
AROMLD contrary to the existing methodologies 
are expressed in terms of the mitigated execution 
time of 14.28% and an enhanced accuracy rate of 
0.35%. The detailed analysis of proposed TBOD 
and AROMLD algorithms conveyed that the prior 
segmentation to ML detection, boundary 
declaration, pre-processing based on the type and 
risk level of customers provided the necessary 
trade-off between the high accuracy and low time 
consumption. In future, we develop an 
autoregression moving average model predicting 
the possibility of an outlier in the future financial 
transactions. 
 

References 
1. K. D. Rohit and D. B. Patel, "Review on 

Detection of Suspicious Transaction in Anti-
Money Laundering Using Data Mining 
Framework," International Journal for 
Innovative Research in Science and 
Technology, vol. 1, pp. 129-133, 2015. 

2. A. Sudjianto, S. Nair, M. Yuan, A. Zhang, D. 
Kern, and F. Cela-Díaz, "Statistical methods 
for fighting financial crimes," Technometrics, 
2012. 

3. W. Wei, J. Li, L. Cao, Y. Ou, and J. Chen, 
"Effective detection of sophisticated online 
banking fraud on extremely imbalanced 
data," World Wide Web, vol. 16, pp. 449-475, 
2013. 

4. M. Gupta, J. Gao, C. C. Aggarwal, and J. Han, 
"Outlier Detection for Temporal Data: A 
Survey," IEEE Transactions on Knowledge 
and Data Engineering, vol. 26, pp. 2250-2267, 
2014. 

5. J. Zhang, "Advancements of outlier detection: 
A survey," ICST Transactions on Scalable 
Information Systems, vol. 13, pp. 1-26, 2013. 

6. K. Vembandasamy and T. Karthikeyan, "Novel 
Outlier Detection In Diabetics Classification 
Using Data Mining Techniques," International 
Journal of Applied Engineering Research, vol. 
11, pp. 1400-1403, 2016. 

7. G. Chen, X. Zhang, Z. J. Wang, and F. Li, 
"Robust support vector data description for 
outlier detection with noise or uncertain 
data," Knowledge-Based Systems, vol. 90, pp. 
129-137, 2015. 

8. L. Keyan and Y. Tingting, "An improved 
support-vector network model for anti-
money laundering," in Fifth International 
Conference on Management of e-Commerce 
and e-Government (ICMeCG), 2011 2011, pp. 
193-196. 

9. P. J. Rousseeuw, S. Van Aelst, K. Van Driessen, 
and J. A. Gulló, "Robust multivariate 
regression," Technometrics, 2012. 

10. F. Torti, D. Perrotta, A. C. Atkinson, and M. 
Riani, "Benchmark testing of algorithms for 
very robust regression: FS, LMS and LTS," 
Computational statistics & data analysis, vol. 
56, pp. 2501-2512, 2012. 

11. N. Heidarinia, A. Harounabadi, and M. 
Sadeghzadeh, “An Intelligrnt Anti-Money 
Laundering Method for Detecting Risky Users 
in the Banking Systems,” International 
Journal of Computer Applications, vol. 97, 
2014. 

12. Z. A. Bakar, R. Mohemad, A. Ahmad, and M. M. 
Deris, “A comparative study for outlier 
detection techniques in data mining.” In 2006 
IEEE Conference on Cybernetics and 
Intelligent Systems., 2006 pp.1-6. 

13. Kamlesh D. Rohit and D. B. Patel, “ReviewOn 
Detection of Suspicious Transaction In Anti-
Money Laundering Using Data Mining 



[ VOLUME 5  I  ISSUE 3  I  JULY– SEPT 2018]                                                    E ISSN  2348 –1269, PRINT ISSN 2349-5138 

 38𝗓         IJRAR- International Journal of Research and Analytical Reviews                                           Research Paper 

Framework,” IJIRST-International Journal for 
Innovative Research in Science & Technology, 
vol.1, pp. 129-133, 2015. 

14. S. Kannan and K. Somasundaram, "Outlier 
Detection through fast threshold clustering 
algorithm (FTCA),“International Journal of 
Computer Engineering and Applications,” vol. 
9, 2015. 

15. C. C. Aggarwal, “Outlier analysis,” in Data 
Mining, 2015, pp. 237-263. 

16. S. Kannan and K. Somasundaram, "A Review 
of Outlier Prediction Techniques in Data 
Mining," Research Journal of Applied 
Sciences, Engineering and Technology, vol. 
10, pp. 1021-1028, 2015. 

17. X. Liu, P. Zhang, and D. Zeng, “Sequence 
matching for suspicious activity detection in 
anti-money laundering,” in Intelligence and 
Security Informatics, ed: Springer, 2008, pp. 
50-61. 

18. L. Keyan and Y. Tingting, "An improved 
support-vector network model for anti-
money laundering," in 2011 Fifth 
International Conference on Management of 
e-Commerce and e-Government 
(ICMeCG),2011, pp. 193-196. 

19. K. Zhang, M. Hutter, and H. Jin, “A new local 
distance-based outlier detection approach for 
scattered real-world data,” in Advance in 
Knowledge Discovery and Data Mining, ed: 
Springer, 2009, pp. 813-822. 

20. H. M. Harb and M. A. Moustafa, “Selecting 
optimal subset of features for student 

performance model,” Int J Comput Sci, 
pp.253-262, 2012. 

21. I. Melnyk, A. Banerjee, B. Matthews, and N. 
Oza, "Semi-Markov Switching Vector 
Autoregressive Model-based Anomaly 
Detection in Aviation Systems," arXiv preprint 
arXiv:1602.06550, 2016. 

22. I. Syarif, A. Prugel-Bennette, and G.Wills, 
“Data mining approaches for network 
intrusion detection: From dimensionality 
reduction to misuse and anomaly detection,” 
Journal of Information Technology Review, 
vol.3, pp.70-83, 2012. 

23. Z. Mariet, R. Harding and S. Madden, “Outlier 
Detection in Heterogeneous Datasets using 
Automatic Tuple Expansion,” 2016. 

24. A. J. Zhiyuan Tan, Xiangjian He, Priyadarsi 
Nanda, and R. P. Liu, “System for Denial-of-
Service Attack Detection Based on 
Multivariate Correlation Analysis,” IEEE 
Transaction on Parallel And Distributed 
Systems, 2013. 

25. R. Todeschini, D. Ballabio, V. Consonni, F. 
Sahigara, and P. Filzmoser, “Locally Centred 
Mahalanobis distance: a new distance 
measure with salient features towards outlier 
detection,” Analytica Chimica acta, vol.787, 
pp.1-9, 2013. 

26. S. K. K. Somasundaram, "A Novel Multivariate 
Classification Model using Triangular 
Boundary based Outlier Detection (TBOD) 
Algorithm to Discover Suspicious Transaction 
Activity," Asian Journal Of Research In Social 
Sciences And Humanities,2016. 

 


