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ABSTRACT    Nowadays internet is a very easy and fast way to transfer and access data and information 
throughout the world. This information is basically in the form of digital data (text, image, audio, video, etc), and the 
growth in this trend cannot be estimated in the future. . Basically digital information is more susceptible to be copy at 
the same quality as the original. In this world everyone using internet for their personal and professional use. Hence it is 
possible for some unauthorized people to take over the confidential digital data through the use of internet.  For this 
reason, an essential key benefit is needed to protect the user data from unauthorized access.  Watermarking is the 
technique to satisfy above requirements. Watermark is a system which is a pattern of bits inserted into a digital image, 
audio or video file that identifies the file’s copyright information (author, rights, etc...). While distributing information 
through online, we never know if someone uses them without our knowledge. Here the watermarking is the technique 
for the owner should be able to hide some information in the digital file and extract information to prove his ownership 
when the need arise. It is a part of hiding information into digital data in a way, unauthorized person can’t access or 
copy that data for misuse. This paper provides the survey on some digital watermarking techniques based on its domain 
specification. 
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Introduction 
Watermarking system makes the authenticity to 
digital data by embedding watermark pattern in 
digital media e.g. image audio, video, etc... by using 
suitable algorithm. To meet the many 
requirements like tamper detection, data 
authentication, security, copyright protection the 
method of watermarking is used. Watermark is 
done by using strong and appropriate algorithm, 
which play an important role in watermarking. If 
this algorithm is strong, efficient and effective 
then the embedded watermark cannot be easily 
extracted. The person who can only knows this 
appropriate algorithm can only extract the secret 
data.  
The basic block diagram of watermarking process 
is given below 

Watermark 
Embedding

Attack/Distortion
Channel 

Watermark 
Detection

Watermark Secret Key

Secret Key

Original Image

Recovered Watermark

Watermarked Image

Distorted
Watermarked Image

 
Fig 1.Block Diagram for Watermark 

Watermarking system can be viewed as a 
communication system consisting of three main 
elements. 
                    1. An embedded 
                    2. A communication channel 
                    3. Detector 
 

Watermark Properties: 
1) Transparency or Fidelity: 
This property indicates the quality of the 
watermarked image should be remaining same as 
original image. And it should not affect the quality 
of the original image. Watermarking system 
should be distortion free because if such 
distortions are occurred it decreases the 
commercial value of the image. 
2) Robustness: 
For the purpose of receiving an original image, 
many image processing operations performed to 
remove the watermark from the original image.  
Those types of image processing operations are 
gamma correction, brightness enhancement, etc. 
Watermark must need to have ability to tolerate 
or accept such type of attacks. 
3) Capacity or Data Payload:  
Capacity defines how much data should be 
embedded as watermark to successfully identify 
during extraction process. To represent the 
enough amount of data capacity is used. 
4) Imperceptibility:  
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It defines the amount of invisibility of watermark 
for copyright protection and content 
authentication. It is important for watermark 
cannot be seen by human eye, only be detected 
through special algorithm. It can be detected and 
extracted by an authorized & allowable agency 
only. 
 

Need of watermarking 
Watermarking systems are based on human visual 
system. In which it cannot be predictable or 
recognized due to tiny difference. The cover image 
is used in these techniques to hide the secret 
information. It is used in the form of stego-image, 
which is the cover image with secret data 
embedded inside. First it hides the secret 
information in general file format after that 
transmit these general files through the network, 
because it shows itself to the interceptor as the 
general file. Hence they can escape from the 
attention of illegal interceptor easily. And the 
secret information is not easy to be attacked. 
With the above properties, there are many 
algorithm used as information hiding technology 
(watermarking technique). These types of 
watermarking techniques are given below. 

1. According to Human Perception 
a) Invisible watermarking 
b) Visible Watermarking 

2. According to application            
a) Source Based 
b) Destination Based 

3. According to working domain 
a) Spatial Domain 
b) Frequency Domain 

This paper present the detailed survey about the 
domain based watermarking techniques. 
 

SPATIAL DOMAIN 
Spatial Domain digital watermarking algorithms 
directly load the unprocessed data into the 
original image. Separation of image property 
based on the color is also used to apply this type of 
algorithm. Spatial domain enhances the image 
quality by manipulating an image by representing 
an object in space.  
This spatial domain based watermarking 
technique is not too much complex. In watermark 
embedding process watermark pattern is directly 
added to the host image or subtracted from the 
watermarked image.  In other words the 
embedding process in the watermark is the 
addition of watermark with the original cover 
image and the output is watermarked image. The 
embedding process in watermark can be shown as 
follow. 

 
Fig 2.Watermark Embedding Process in spatial 

domain 
 

On the receiver side the watermark recovery 
process is performed. In the watermark recovery 
process the original host image is predicted and 
recovered by removing the watermark pattern 
from the original host image. This process on the 
receiver side is known as original image 
prediction and the result of this process is the 
predicted original image. By using this way the 
embedded watermark is subtracted from the 
original image and finally the original image is 
recovered by the corresponding person. The 
extraction process can be illustrated as follow.   

 
Fig 3.Watermark Extraction Process in spatial 

domain 
Direct embedding of watermark is the main 
concept of these algorithms. Some of the main 
spatial domain based algorithms can be explained 
below: 
 

Additive watermarking  
Additive watermarking is the direct method, 
which is used in spatial domain for embedding the 
watermark into the original image. It is performed 
by adding pseudo random noise pattern into the 
intensity of image pixel. This pseudo random 
noise signal may be integer (-1, 0, 1) or floating 
point numbers. For ensuring that the watermark 
can be detected, a special key is used to generate 
the key, such that the correlation between the 
numbers of these different keys will be very low.  
In additive watermarking algorithm noise is 
generated by a key to ensure that the watermark 
can be detected. And the correlation between the 
numbers of different keys will be very low. 
 

Least Significant bit  
Least significant bit technique embeds the 
watermark in the LSB of image element. This 
method is very easy to apply and implement but it 
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is not highly robust against attacks. Which means 
it is possible for the watermark may be destroyed. 
In this the watermark is selected by choosing the 
subset of image element and substituting the LS of 
each noise element with watermark bits. This 
method cannot be used for practical application. 
Because it is very sensitive to noise and common 
signal processing algorithms. 
Advantages: 
1.  Low degradation of image quality.  
2.  Easy to implement and understand.  
3.  High perceptual transparency.  
Disadvantages: 
1. Very sensitive to noise.  
2. Vulnerable to cropping, scaling attacks.  
3. Very less robust against attacks.  
 

Correlation-Based technique:  
The basic arrangement to represent the 
correlation based technique is given below: 
Iw (X, Y) = I(X, Y)+K*W(X, Y)  
Where 
K represents the gain factor 
Iw represents watermarked Image at position X, Y 
I represents cover image  
While increasing the gain factor k, the quality of 
watermark may be increased. In this method, a 
watermark that is W(X, Y) is added to cover image 
I(X, Y) with the pseudorandom noise (PN) pattern. 
Advantages: 
The robustness of watermark is increased by 
increasing gain factor k.  
Disadvantages: 
The high increment in gain factor may decrease 
the image quality.  
 

FREQUENCY DOMAIN 
In frequency domain the image is first 
transformed to the frequency domain components 
and then these low frequency components are 
modified to contain the text or signal. When 
comparing frequency domain with the spatial 
domain the frequency domain based algorithms 
are very slow. Even though the frequency domain 
based methods are highly robust against various 
image processing attacks like compression, 
filtering but weak in geometrical attacks. And they 
also provide better perceptual quality. The main 
aim of frequency domain algorithm is to embed 
the spectral coefficients of the image. The most 
commonly used frequency domain transforms are 
Discrete Cosine Transform (DCT), Discrete Fourier 
Transform (DFT), Discrete Wavelet Transform 
(DWT), and Singular value Decomposition (SVD). 
 

The embedding and extraction process in 
frequency domain technique is explained through 
following figures 

 
Fig 4.Watermark Embedding Process in 

frequency domain 

 
Fig 5. Watermark Extraction Process in 

frequency domain 
The frequency domain algorithms are briefly 
explained below: 
 

Discrete Cosine Transform 
DCT Transform Digital Watermarking is similar to 
spatial domain watermarking except, instead of 
altering the image bit plane pixel LSB, the 
frequency coefficients are alternated. DCT 
(discrete cosine transform) domain watermarking 
is robust against attacks such as noising, 
compression, sharpening, and filtering. It is based 
on standard JPEG compression and is suitable for 
applying watermarking as a parameter. DCT 
allows an image to be decomposed into different 
frequency bands, making it easy to embed 
watermarking information into the frequency 
bands of the image. For embedding, the middle 
frequency bands are referred. It increases 
robustness against attacks that, in many cases, 
may distort higher frequencies. In addition, by 
choosing middle frequencies, the most visually 
important parts of the image, concentrated in the 
lower frequencies, are avoided. DCT transform is 
based on dividing the original image into 8 X 8 
blocks of pixels and applying the transform 
individually to each block. The middle-frequency 
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range from the DCT coefficients is extracted by 
applying a middle-frequency 2-D mask. 
The watermark extraction procedure utilizes the 
original cover image and the watermark. First, the 
DCT transform must be performed on the 
watermarked and original images. Then, from the 
watermarked image, the original cover image 
must be subtracted. Both the block- and the pixel-
based permutations have to be reversed to get the 
extracted watermark. The extracted watermark 
may also be scaled by a constant value. 
 

Block Diagram for watermarking process 
using DCT:  

 
Fig 6. Watermarking process using DCT 

 

DCT Block Based Watermarking Algorithm: 
1. Divide the image into non-overlapping blocks of 
8*8 sizes.  
2. Apply forward DCT to each block.  
3. Then after, apply block selection technique.  
4. Then, apply coefficient selection criteria  
5. Embed Watermark after modifying the selected 
coefficients.  
6. Apply inverse DCT on each block . 
 

Block Diagram for Image Extraction process 
using DCT: 

 
Fig 7.Image Extraction Process using DCT 

Advantages: 
1. More robust against digital processing 
operations.  
2. Watermark cannot be removed by any attacks 
due to embedding process.   
Disadvantages: 
1. During the quantization process certain higher 
frequency components tend to be suppressed.  
2.  Block wise DCT destroys the invariance 
properties of the system. 

3. Vulnerable to crop-ping, scaling 
 

Discrete Fourier Transform   
Generally Discrete Fourier Transform is the 
transformation of a continuous function into its 
frequency components. It has high robustness 
against various geometric attacks such as rotation, 
scaling, cropping and translation etc. DFT exhibits 
the translational robustness to attack. In spatial 
shifting the image affects the phase representation 
of image but not the magnitude representation of 
an image. The circular shifts in the spatial 
transform do not affect the magnitude of the 
Fourier transform. 
In DFT high robustness is achieved against 
geometric attacks like rotation, scaling, cropping, 
translation, etc. When DFT is used the image 
components are converted from continuous 
functions into frequency components. 
Characteristics of DFT:  
1) DFT shows translation invariance. As 
mentioned, when it is used the spatial shifts in the 
image affect the phase representation of the image 
only not affect the magnitude representation.  
2) DFT of a real image is usually complex valued 
which results in magnitude and phase 
representation of an image.  
3) The component produced between the input 
and transform output is the strongest component 
because which contain low frequencies.  
4) Scaling process in DFT results in amplification 
of extracted signal.  
5) Rotation process in DFT provides the cyclic 
shift of extracted signal. 
Advantages: 
DFT is rotation, scaling and translation (RST).So, it 
is used to recover from geometric distortions.  
Disadvantages: 
1. Complex implementations.  
2. Computing cost may be higher.  
 

Discrete Wavelet Transform: 
Wavelet Transform Digital Watermarking 
decomposes a source cover image into a number 
of 2-D critically sampled sub bands. There are four 
sub bands created at the end of each stage of the 
wavelet transformation, defined in the vertical 
and horizontal directions: Low-Low, High-Low, 
Low-High and High-High. Subsequent stages apply 
a similar transform to the Low-Low band of the 
previous stage. The original signal can be 
completely reconstructed by performing the 
Inverse Wavelet Transform. 
Discrete wavelet transforms (DWT), which 
transform a discrete time signal to a discrete 
wavelet representation. Here the input series is 
x0, x1,xm, which converts an input series x0, x1, 

https://1.bp.blogspot.com/-RygZBfRIc6o/VZUTAuVKYvI/AAAAAAAACvw/PsPM690ttVE/s1600/sender.png
https://1.bp.blogspot.com/-tb69tIG1y7U/VZUTjn0dEQI/AAAAAAAACv4/mQ9DQit_BvI/s1600/receiver.png
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xm into low pass and high pass wavelet coefficient 
series. It is given by:  

 

 
 Where Sm (Z), tm (Z): wavelet filters,  
 K: length of the filter, where i=0..[N/2]-1  

 
Fig 8.  Watermark Embedding using DWT 

A wavelet transform is preceded by decomposing 
an image into four parts. They are HH, HL, LH and 
LL in image. LL is low frequency coefficients in an 
image, LH is high frequency coefficients 
horizontally in an image, HL is high frequency 
coefficients vertically in an image, and HH is high 
frequency coefficient diagonally in an image. 
These divisions are in image is given below: 

 
Fig 9. Flow of DWT Process 

Advantages: 
1. It provides higher compression ratio which is 
relevant to human perception.  
2. Allows good localization in both time and 
frequency domain.  
3. Vulnerable to cropping, scaling.  
Disadvantages: 
1. Cost of computing may be higher.  
2. Computational complexity is more.  
3. Compression time may be longer.  

4. At the edge of the image noise may appear.  
 

Singular Value Decomposition: 
Singular value decomposition method is the one of 
the important method in frequency domain 
watermarking types. Generally the binary image is 
represented as rows and Columns that is m*n. If 
an image is represented as real matrix A, then the 
image decomposition is given as: 
                           A= U S VT  
It is the expression which specifies the Singular 
Value Decomposition form of an A. 
Where 
‘U’ is a m*m unitary matrix 
‘S’ is a m*n matrix which specify the nonnegative 
numbers on the diagonals and zeros on the off 
diagonals  
‘VT’ denotes the conjugate transpose of an n*n 
unitary matrix 
The luminance property of an image is 
represented by the nonnegative components of‘s’. 
When slightly changing them, it does not affect the 
quality of an image. And also they do not change 
the image characteristics after attacks. 
Watermarking algorithm mainly uses these two 
properties. 
 

COMPARISON METRICS 
There are different watermarking algorithms. 
Each algorithm has both merits and demerits. 
These algorithms are usually evaluated using two 
metrics: 
                    1. Imperceptibility 
                    2. Robustness 
Imperceptibility means the perceived quality of 
the host image is should not be affected are 
distorted by the presence of watermark. PSNR is 
used to measure these original qualities of the 
image. 
Robustness is the measure of immunity of 
watermark against the various attacks as attempt 
to remove are degrade it, intentionally or 
unintentionally by different types of digital image 
processing, like image compression, Gaussian 
Noise and Image cropping. The size of the selected 
cover image is 512 x 512 gray images. The size of 
the watermark image is 32 x 32 binary images. 
And these watermarking algorithms are simulated 
using MATLAB. The two important Performance 
analysis components are 

1. PSNR 
2. NCC  

Peaks signal to noise ratio (PSNR) is used to 
measure the invisibility of the embedded 
watermark. And Normalized cross-correlation is 
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used to measure the similarity between the 
extracted watermark and original watermark. 
 

Conclusion 
In this paper, we surveyed the various aspects for 
digital watermarking techniques and its 
applications. This survey provides the detailed 
analysis of different watermarking techniques 
which can help many new researches related with 
this. The comparison metrics also mentioned in 
this paper to analyze the important properties of 
watermarking techniques. With the suitable block 
diagram different domain based watermarking 
techniques are explained in this survey paper.  
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