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ABSTRACT: In recent days security plays a very important role in each and every aspect of human life . As 
security plays a vital role, still there are lot of attacks that occur in the network during communication .One 
among the several attacks is password attack which cause a serious vulnerability for the valuable 
information. With the increase of different websites, the security level of password-protected accounts is no 
longer purely determined by individual ones. Users may register multiple accounts on the same site or across 
multiple sites, and these passwords from the same users are likely to be the same or similar. As a result, an 
adversary can compromise the account of a user on a web forum, and then guess the accounts of the same 
user in sensitive accounts, e.g., online banking services. We name this attack as the shadow attack on 
passwords. To understand the situation, we examined the state of- the-art Intra-Site Password Reuses (ISPR) 
and Cross-Site Password Reuses (CSPR) based on the leaked passwords from the biggest Internet user group. 
By conducting various experiments on our proposed two model ,we finally came to an conclusion that 
shadow attacks can be eliminated completely if we try to use distinct passwords for each and every 
individual accounts rather than common password. 
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I. INTRODUCTION 
Now a day’s there were a lot of security primitives that are available in literature to provide highest level of 
security for the sensitive data which is stored on various local or remote servers, but they failed in achieving 
highest level of security in various applications. In the current days the main fundamental task of a security 
admin is to create cryptographic primitives based on hard mathematical problems that are computationally 
intractable. One of the challenges that occur in the current days is the design of secure authentication 
protocols as we know that there is a lot of root kits reside in PCs (Personal Computers) to observe user’s 
behavior and to make PCs untrusted devices[1]. Also involving human beings in authentication protocols as 
a promising approach, but it is not easy because of their limited capability of computation and 
memorization. Therefore rely on users to enhance security of the application mainly degrades the usability. 
In this paper, we mainly demonstrate how careful visualization design can enhance not only the security but 
also the usability of authentication protocol. 

 
Figure. 1. Represents The 2FA(Two Factor Authentication) Using One-Time Passwords 
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From the above figure 1, we can get a clear idea that user while he need to get login into in this site, he need 
to substitute the code which is displayed either in mobile device or from any other sources like  email id and 
so on[3]. If the code is correctly substituted in the box given below then the page will be directed to the 
successful login, if not page will be directed to the error page. 
 

II. RELATED WORK  
 In this section we mainly try to discuss about the background work that is carried out in order to 
identify the shadow attacks under password reuse case and try to identify the cases for overcome the 
shadow attacks. 
Several Causes Motivated for Designing this Proposed Application 
 There are several attacks which motivated us in order to design the proposed application. They are 
as follows: 
Phishing Attack 
 Phishing is the attempt to acquire sensitive information such as usernames, passwords, and credit 
card details (and sometimes, indirectly, money), often for malicious reasons, by masquerading as a 
trustworthy entity in an electronic communication. 
Dictionary Attack:           
 Vulnerability to password or decryption-key assaults can be reduced to near zero by limiting the 
number of attempts allowed within a given period of time, and by wisely choosing the password or key. For 
example, if only three attempts are allowed and then a period of 15 minutes must elapse before the next 
three attempts are allowed, and if the password or Key is a long, meaningless jumble of letters and 
numerals, a system can be rendered immune to dictionary attacks and practically immune to brute-force 
attacks. 
Brute Force Attack:                   
 Brute force (also known as brute force cracking) is a trial and error method used by application 
programs to decode encrypted data such as passwords or Data Encryption Standard (DES) keys, through 
exhaustive effort (using brute force) rather than employing intellectual strategies. 
 Password Guessing Attack:              
 A common threat web developer’s face is a password-guessing attack known as a brute force attack. 
A brute-force attack is an attempt to discover a password by systematically trying every possible 
combination of letters, numbers, and symbols until you discover the one correct combination that works. 
 

III. Proposed Novel Shadow Attack under No Password Re-Use Method 
In this section we will find out the proposed novel shadow attack evaluation by not re-use of same 
passwords either of same user for same site or multiple accounts of that user in different sites. 
Motivation 
In order to evaluate shadow attacks, we use the diverse password pairs in Dcsdp to perform the experiment, 
and diverse password pairs are distinct passwords of cross site accounts of the same users. In addition, we 
use the weaker passwords (compared by entropy [9]) in the diverse password pairs to guess the stronger 
ones. This shows the danger of the widely adopted users’ behavior: using weaker passwords in low-valued 
accounts and stronger but similar ones in high-valued accounts.  
The methods being tested include the following.  
1) JtR default: Using weaker passwords in the diverse password pairs as a dictionary to guess the stronger 
passwords, with JtR default rules. 
2) JtR uni: Using weaker passwords in the diverse password pairs as a dictionary to guess the stronger 
passwords, with added unigram prefix/suffix rules. 
3) JtR bi: Using weaker passwords in the diverse password pairs as a dictionary to guess the stronger 
passwords, with added unigram and bigram prefix/suffix rules.  
4) JtR tri: Using weaker passwords in the diverse password pairs as a dictionary to guess the stronger 
passwords, with added unigram, bigram and trigram rules 
 By analysis of above four factors we can able to achieve the following model in which shadow 
attacks can be eradicated by not using multiple  accounts with same passwords. 
 

IV. Implementation Modules 
Implementation is the stage where the theoretical design is converted into programmatically manner. In this 
stage we will divide the application into a number of modules and then coded for deployment. We have 
implemented the proposed concept on Java programming language with JEE as the chosen language in order 
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to show the performance this proposed novel IPath protocol. The front end of the application takes JSP, 
HTML and Java Beans and as a Back-End Data base we took My-SQL Server. The application is divided 
mainly into following 2 modules. They are as follows: 
 

1. Admin Module   (&)  
2. Data User Module 
Now let us discuss about each and every module in detail as follows: 
1) Admin Module 
 In this module, the Admin has to login by using valid user name and password. After login 
successful he can perform some operations such as view and authorize users, view all friends request and 
responses, find shadow attacks, find Intra Shadow Attack, List all Similar Network Users, List all Other 
(Cross) Site Network users, View all users Posts with images and reviews,   Find Chart Results to count No. 
of Users used same password in Intra and Other (Cross) Sites. 
2) User Module 
 In this module, there are n numbers of users are present. User should register with any network 
name (shown in combo box like Facebook, Twitter, LinkedIn, and Pinterest) before performing any 
operations. Once user registers, their details will be stored to the database.  After registration successful, he 
has to login by using authorized user name and password along with network. Once Login is successful user 
can perform some operations like viewing their profile details, sending request to admin for a permission to 
search friends in cross sites, searching for friends in same and in Other (Cross)sites, Adding Posts, viewing 
all friends posts in similar sites, and viewing all friends’ posts in other network sites.  
 

V.Conclusion 
 In this paper, we for the first time have proposed a novel method  to detect the  shadow attacks  
based on password reuse and try to optimize this shadow attacks by not using the same passwords for two 
or more accounts of same site or different sites. To the best of our knowledge, this is the first empirical 
study on web password reuses by analyzing a large number of sample data. We theoretically and practically  
studied and examined the phenomenon of web password reuses (both ISPR and CSPR) utilizing the large 
password corpora and finally our experimental results clearly tell that our proposed approach is best in 
providing security against shadow attacks under no password reuse method. 
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