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ABSTRACT: In the current days cloud computing plays a very crucial role in almost all aspects of real time 
environments like MNC companies, Many Industries, schools, hospitals, software companies and so on. 
Generally there are various types of services in the cloud computing which differ mainly with one 
another.One among the best of all services is Infra Structure as a Service in which infrastructure plays a vital 
role in forming the cloud environment. Almost cloud services are prominent within the private, public and 
commercial domains. All the domains are in a critical nature regarding the storage of files or documents; 
therefore, security and resilience are increasingly important aspects. In order to remain resilient, a cloud 
needs to possess the ability to react not only to known threats, but also to new challenges that target cloud 
infrastructures. In this paper we introduce and discuss an online cloud anomaly detection approach, 
comprising dedicated detection components of our cloud resilience architecture. Here we try to find out 
those files which are almost malware type, which can cause attack to the cloud infra structure as a service. If 
these type of files are found the cloud server should identify them very easily and then it should be blocked by 
not allowing the users to download the files from that cloud server.By conducting various experiments on 
our proposed protocol, we finally came to a conclusion that our proposed approach is best in identifying the 
malware files in the cloud and block the files not to download from the cloud server for the end users.  
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I. INTRODUCTION 
In recent days a lot of users try to show their attention towards the cloud  for  their data storage as well as 
retrieving of data to and from the cloud server. As the data is been increasing day by day almost all the 
companies are unable to store their valuable data on their own individual devices, so in this situation they 
opt for a new data storage area known as Cloud Data Storage [1], [2]. Generally, cloud service providers 
allow the users to access their services for a low economical and ascendable marginal cost compared with 
primitive data storage services. Generally, the data which is stored in the cloud server is mainly used for 
sharing within the users of same group or between the users of different group with a valid authentication. 
Some of the best cloud data storage services are as follows: Google Drive, DriveHq Server, DropBox and 
ICloud. As these all are the best among various types of cloud service providers in which the data can be 
stored either in public cloud or private cloud, sometimes can be stored in both combine known as Hybrid 
Cloud. 

 
Figure.1. Denotes the Architecture of Various Cloud Service Providers and Their Applications 
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From the figure 1, we can clearly find out that there are various cloud service providers that are available in 
the real-time environment that are used for storing various applications like word documents, pdf, excel and 
many more files. If you look at the above figure you can find out the various cloud service providers like Zip 
Cloud, Just Cloud, BOX, Google Drive, DROP BOX and a lot more. Of all these we are using DRIVEHQ.COM as 
the storage medium for storing the uploaded files in this proposed application. 
As we all know that there are many applications of cloud computing, such as data sharing for remote 
systems [3], [4], [5], [6], data storage from a remote system to a centralized location [7], [8], [9], big data 
management systems [10], medical information system etc. All the cloud users try to access cloud-based 
applications or cloud server through a web browser to store or access the data to and from the cloud server. 
This is the main cause to launch the malware documents inside the cloud server from an a un-authorized 
users. Here lot of users illegally try to inject malware contents inside the cloud server and try to create 
problem for the cloud servers.So in order to overcome this problem we came with this proposed paper. 
 

II. Related Work  
 In this section we mainly try to discuss about the various type of cloud services that are been used 
in the real time. Now let us look about them in detail: 

 
Figure.2. Denotes the Various Cloud Services that are Available in Real Time Cloud 

 

From the above figure 2, we can clearly find out that there are four different services available and one 
among them is DaaS which is the main service that what we are using now for providing security for the 
current application that and prove that this service also gives the best security for the data which is stored 
inside the cloud memory locations [7]. Now let us discuss about each and every service in detail as follows: 

A. IaaS (Infrastructure as a Service) 
B. PaaS (Platform as a Service) 
C. SaaS (Software as a Service) 
D. DaaS (Data /Data Base as a Service) 

 

A. IaaS (Infrastructure as a Service) 
This is the first service out of various services that are available in the cloud. This service mainly deals with 
application level and it is basically used to set the infra-structure for the users[5]. This service is mainly 
used to create infrastructure for the set of PCs that are linked in an area. The persons who come under this 
service is IT Professionals, this is clearly shown in the figure 2. 
B. PaaS (Platform as a Service) 
The second important service in the cloud computing is Platform as a Service, where this is mainly used for 
customization of cloud server. Here in this service we try to set the platform for the users, where the 
developer comes under this service[6]. Here the cloud server customizes which type of platforms is needed 
for their company usage is seen in this service. 
C. SaaS (Software as a Service) 
The third service one among the best services in cloud computing is Software as a Service, where this is 
mainly used for a consumer to use the cloud service provider’s applications running on a cloud IaaS[7]. 
Generally business end-users come under this service where all the software’s that are required for running 
the cloud are processed in this service. 
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D. DaaS (Data/Database as a Service) 
This is the last one among the set of cloud services that was launched and included in various cloud client 
services is DaaS, which is clearly seen in above figure 2. This DaaS service is used mainly for storing the data 
in the form of encrypted manner [10]. As this is having various advantages compared with other cloud client 
services, it has a small limitation like the data which is stored in this DaaS is not stored in the encrypted 
manner which is stored in the plain manner. Also one more limitation in this service is if any intruder or 
attacker try to inject any malicious contents inside this layer,no cloud servers is able to identify the malware 
files and block them immediately .All are almost trying to  ignore such malware content despite of 
identifying and blocking them.So in this proposed paper we are going to identify them and block them at the 
cloud server level .If this file is detected by the cloud server,then the file can be blocked by the server not to 
be accessed or downloaded by the end users. 
 

III. Proposed One Class Support Vector Machine Algorithm for Identifying the Malware Documents 
Inside the Cloud Server 
In this section we try to identify the One Class SVM  algorithm for identifying the malware contents inside 
the cloud and try to block the malware contents not to be downloaded into the application. 
One class Support Vector Machine proposed by Scholkopf et al is an unsupervised learning algorithm for 
outlier detection. It is used for training with the collected data and then performs classification[8]. The one-
class SVM formulation handles cases using unlabelled data. The main goal is to produce a decision function 
that is able to return a class vector y given an input matrix x based on the distribution of a training dataset. 
The class y contains two class where one outcome is the known class, which is the normal VM behaviour, 
and the other is the novel class, which represents any testing instances that are unknown to the classifier[9]. 
 

Procedure for Malware Detection 
Step 1: Creation of  SVM Data set  in Window OS using.  
Step 2: Collection of  Sample malware documents from Google and Place it in a Separate List to Classify and 
check the performance of our Proposed Application. 
 Step 3: Try to inject the Malware Files into the Application  
Step 4: Collection of  Application Status after the Malware Document injection. 
Step 5: Training and testing of workload dataset using one class Support Vector Machine algorithm. 
 

Sample SVM Which we Used in this Current Application 
Malware Set = 
{ 
if (fname.toLowerCase().endsWith(".ade") 
                   || fname.toLowerCase().endsWith(".adp") 
        
                   || fname.toLowerCase().endsWith(".bas") 
                   || fname.toLowerCase().endsWith(".bat") 
                   || fname.toLowerCase().endsWith(".chm") 
                   || fname.toLowerCase().endsWith(".cmd") 
                   || fname.toLowerCase().endsWith(".com") 
                   || fname.toLowerCase().endsWith(".crt") 
                   || fname.toLowerCase().endsWith(".dll") 
                   || fname.toLowerCase().endsWith(".do*") 
                   || fname.toLowerCase().endsWith(".hlp") 
                   || fname.toLowerCase().endsWith(".hta") 
                   || fname.toLowerCase().endsWith(".inf") 
                   || fname.toLowerCase().endsWith(".ins") 
 

                   || fname.toLowerCase().endsWith(".js") 
                   || fname.toLowerCase().endsWith(".jse") 
                   || fname.toLowerCase().endsWith(".lnk") 
                   || fname.toLowerCase().endsWith(".md*") 
                   || fname.toLowerCase().endsWith(".msc") 
                   || fname.toLowerCase().endsWith(".msi") 
                   || fname.toLowerCase().endsWith(".mst") 
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                   || fname.toLowerCase().endsWith(".ocx") 
                   || fname.toLowerCase().endsWith(".pcd") 
                   || fname.toLowerCase().endsWith(".pif") 
                   || fname.toLowerCase().endsWith(".pot") 
                   || fname.toLowerCase().endsWith(".reg") 
                   || fname.toLowerCase().endsWith(".scr") 
                   || fname.toLowerCase().endsWith(".sct") 
                   || fname.toLowerCase().endsWith(".shb") 
                   || fname.toLowerCase().endsWith(".shs") 
                   || fname.toLowerCase().endsWith(".sys") 
                   || 
fname.toLowerCase().endsWith(".url")||s7.toLowerCase().endsWith(".ade") 
                   || s7.toLowerCase().endsWith(".adp") 
                   || s7.toLowerCase().endsWith(".bas") 
                   || s7.toLowerCase().endsWith(".bat") 
                   || s7.toLowerCase().endsWith(".chm") 
                   || s7.toLowerCase().endsWith(".cmd") 
                   || s7.toLowerCase().endsWith(".com") 
                   || s7.toLowerCase().endsWith(".crt") 
                   || s7.toLowerCase().endsWith(".dll") 
                   || s7.toLowerCase().endsWith(".do*") 
                   || s7.toLowerCase().endsWith(".hlp") 
                   || s7.toLowerCase().endsWith(".hta") 
                   || s7.toLowerCase().endsWith(".inf") 
                   || s7.toLowerCase().endsWith(".ins") 
 

                   || s7.toLowerCase().endsWith(".js") 
                   || s7.toLowerCase().endsWith(".jse") 
                   || s7.toLowerCase().endsWith(".lnk") 
                   || s7.toLowerCase().endsWith(".md*") 
                   || s7.toLowerCase().endsWith(".msc") 
                   || s7.toLowerCase().endsWith(".msi") 
                   || s7.toLowerCase().endsWith(".mst") 
                   || s7.toLowerCase().endsWith(".ocx") 
                   || s7.toLowerCase().endsWith(".pcd") 
                   || s7.toLowerCase().endsWith(".pif") 
                   || s7.toLowerCase().endsWith(".pot") 
                   || s7.toLowerCase().endsWith(".reg") 
                   || s7.toLowerCase().endsWith(".scr") 
                   || s7.toLowerCase().endsWith(".sct") 
                   || s7.toLowerCase().endsWith(".shb") 
                   || s7.toLowerCase().endsWith(".shs") 
                   || s7.toLowerCase().endsWith(".sys") 
                   || s7.toLowerCase().endsWith(".url") 
       ||  b.endsWith("00001111111") 
       ||  b.endsWith("01111100000") 
       ||  b.startsWith("111110000") 
       ||  b.startsWith("01111100000") 
 
 
} 
 

From the above set we can clearly identify that those files which contain the text with 1’s and 0’s or  files 
which contain with some extensions are identified as  malware and they are blocked by the system end. 
 

IV. Implementation Modules 
Implementation is the stage where the theoretical design is converted into programmatically manner. In this 
stage we will divide the application into a number of modules and then coded for deployment. We have 
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implemented the proposed concept on Java programming language with JEE as the chosen language in order 
to show the performance this proposed novel IPath protocol. The front end of the application takes JSP, 
HTML and Java Beans and as a Back-End Data base we took My-SQL Server. The application is divided 
mainly into following 3 modules. They are as follows: 
1) Service Provider Module 
 In this module, the service provider will initially try to register into the application by substituting 
all his basic details and then he try to login with his valid login credentials.Once he gets login into the 
account,he has the following functions like he can upload a set of documents into the cloud server from his 
account.He can view the set of files that are already available in the cloud server.He can see the alerts which 
was send to him from the cloud server if the uploaded files contain any malware content.Then immediately 
he may try to remove those malware contents from the cloud server or he try to avoid the malware contents 
not to be uploaded in future inside the cloud server.  
2) Cloud Server Module 
 The cloud server is one who can login with his pre-defined username and password and once he 
gets login, then he can enter into his account and try to see all the files which are available in its server 
location. He can view list of service providers who got registered and he can also activate or de-activate the 
service providers. He can view the list of end users who got registered for participating into cloud data 
access. He can also see the list of malicious files which are available in the cloud server. He also has many 
other functions like ,sending alerts for the end users regarding the malicious files. He can send keys for 
decrypting the data and view the files by authorized users. He can block the malicious files not to be 
downloaded by the end users and a lot more.  
3) End User Module  
 He is the one who gets register initially into the application and waits for the cloud server approval. 
Once the cloud server approve the end user ,then he/she can login into the system with all his basic 
credentails.Once he get login into his account he has the facility to search all the files that are available in the 
cloud server. So if he wants to download any file from the server he needs to send request to the service 
provider to download the data in a plain text manner. So once the file request is send to the service provider 
that request will be processed by the cloud server and in turn send keys for the end user for downloading 
the file in a plain manner. If the requested file contains no malware content ,then only the end user can 
download the file in a plain text manner and in turn he can download the same in his PC.If the same 
requested file contains any malware content ,then the file can’t be downloaded by the end user even he got 
the decryption key from the cloud server. 
 

V.Conclusion 
 In this paper, we for the first time have designed a novel method to find out those files which are 
almost malware type, which can cause attack to the cloud infra structure as a service. If these type of files 
are found the cloud server should identify them very easily and then it should be blocked by not allowing 
the users to download the files from that cloud server.By conducting various experiments on our proposed 
protocol, we finally came to a conclusion that our proposed approach is best in identifying the malware files 
in the cloud and block the files not to download from the cloud server for the end users.  
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