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ABSTRACT: In recent days, almost all the people mainly rely mostly on social media for communicating with 
others. They almost depend on OSN to take decision about any product or topic based on the reviews. As we 
all know that lot of people will give different reviews based on their individual interest and this will leave an 
opportunity for the spam users to leave a spam review for those products. Identifying these spammers and 
the spam content is a hot topic of research and although a considerable number of studies have been done 
recently toward this end, but so far the methodologies put forth still barely detect spam reviews, and none of 
them show the importance of each extracted feature type. In this application we try to identify the spam 
detection based on the reviews given by the end users based on some keywords. By conducting various 
experiments on our proposed model we finally came to an conclusion that our proposed approach is best in 
identifying the spam users from a set of reviews that is posted based on some spam keywords.The simulation 
results clearly tells that our application is best in separating the spam accounts and normal accounts 
separately into two lists which is not their in current OSN networks. 
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I. Introduction 
In recent days internet has gained its momentum in attracting a lot of users towards it with the help of 
several social networking sites[1]. One among the several OSN is facebook in which the facebook is one of 
the major source for communication in a very fast manner. Recently in the osn network we can see a lot of 
spammers try to give wrong feedbacks and reviews for the products or posts which is shared among various 
users[2]. This is not at all identified or blocked by any administrator as we can’t able to identify who is 
giving the abused messages in form of comments or replies to the OSN network. There is no pre-defined 
method to identify and block such a spam users not to post such messages on genuine user walls.This 
motivated us to design this current application in which network based spam detection can be identified 
based on some spam keywords which is posted on the user OSN walls[3]. 

 
Figure 1. Demonstrate the Sample Flow of Online Social Networks 
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From the above figure 1, we can clearly identify that online social network is a collection of various 
resources like web, media, link, connect and so on. This is mainly used in order to connect one person with 
other around the world and share their updates through internet. During the communication they may 
share their personal and emotional feelings and they may expect replies from others. During this comments 
and replies time there are several problems that takes place while we try to post the reviews and view the 
reviews. The main problem in current days review system is there is no concept like identifying the spam 
users reviews and normal reviews separately[4]. 
 

II. Related  Work 
 In this section we will mainly discuss about the background work that was carried out in order to 
prove the performance of our proposed model to identify the spam users who try to create negative impact 
on the user posts. 
Motivation 
The main motivation for writing up this paper is as follows: 
Here we try to examine the  evidence of the existing manipulation of OSN topics. In particular, employing an 
influence model, we analyze the dynamics of an endogenous hash tag and identify the manipulation from its 
endogenous diffusion. After further investigating the manipulation in the dynamics, we disclose the 
existence of a suspect spamming infrastructure.  
We study the OSN Post at topic level, considering topics’ popularity, coverage, transmission, potential 
coverage, and reputation. The corresponding dynamics for each factor above are extracted, and then 
Support Vector Machine (SVM) classifier is used to check how accurately a factor could predict the accuracy 
of spam[6]. We find that, except for transmission, each studied factor is associated with osn post. We further 
illustrate the interaction pattern between malicious accounts and authenticated accounts, with respect to 
posted message in OSN.  
Here we try to present a list of normal messages for the User OSN wall and also try to present a set of 
malicious messages for the messages which is posted based on spam content. Here in order to show the 
difference of  both the types of messages, we kept normal messages as one list and malicious or spam 
messages as another list. Here the malicious accounts are one which doesn’t have any account [7]  and they 
try to login and post different comments which is not at all related to that current topic and these type of 
tweets or messages should be identified immediately and blocked at the system level[8]. 
 

III. Proposed Spam Detection Framework Based on Text Reviews in Online Social Networks 
In this section we will mainly discuss about the proposed Spam Detection Framework Based on Text 
Reviews in Online Social Networks. Now let us discuss about this proposed model in detail as follows: 
Preliminary Knowledge 
 In this proposed system we try to use NetSpam a novel feature to find features importance even 
without ground truth, and only by relying on metapath definition and based on values calculated for each 
review[9]. NetSpam improves the accuracy compared to the state of- the art in terms of time complexity, 
which highly depends to the number of features used to identify a spam review; hence, using features with 
more weights will resulted in detecting fake reviews easier with less time complexity. This proposed 
netspam can easily identify the spam reviews and normal reviews easily based on the text reviews[10]. 
Advantages of our Proposed System 
 The following are the advantages of our proposed approach. They are as follows: 

1. To identify spam and spammers  as well as different type of analysis on this topic. 
2.  Written reviews also help service providers to enhance the quality of their products and services. 
3. By using this proposed technique we can able to identify the spam reviews  based on the keywords 

that are posted in the reviews 
4. Here the system will automatically identify the reviews and automatically identifies the spam users 

and try to tag the user with spam label once based on their reviews. 
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Figure 2. Represents Proposed Architecture to find out the Average Ratio and Content Similarity of 

Normal Reviews with Spam Reviews 
 

 From the above figure 2,we can clearly identify the difference in the average content similarity as 
well as negative ration with content similarity that is available based on the user review[12].Here we try to 
identify the review based on the keywords that are matched with some spam keywords and if any message 
is matched with the spam keyword that is treated as spam message and if any message is not matched with 
any spam keywords and that is coming from a valid accounts then they will be treated as normal account 
and normal message.In this way we can able to separate the messages into two separate categories like 
spam and not spam[11]. 
 

IV. Implementation Phase 
Implementation is a stage where the theoretical design is converted into programmatically manner and in 
this stage we try to divide the application into number of modules. In our proposed application we try to 
divide into two modules. 
1) Admin Module 
In this module, the Admin has to login by using valid user name and password. After login successful he can 
do some operations such as adding Categories, Adding Products for that Categories, Viewing and authorizing 
users, View Spam accounts details,Viewing  friend request & response, All recommended posts, All posts 
with all Reviews, All Positive and Negative Reviews , Removing Products, Viewing All Purchased Products, 
viewing Positive and Negative Reviews Chart on products. 
2) User Module 
In this module, there are n numbers of users are present. User should register before doing any operations. 
Once user registers, their details will be stored to the database.  After registration successful, he has to login 
by using authorized user name and password. Once Login is successful  user will do some operations like 
viewing their profile Account details like Spam or Normal , search  users and send friend request, viewing 
friend requests, searching posts and recommend to friends and viewing all product recommendations sent 
to him by his friends, commenting on posts, purchasing products and viewing their product search history. 
     
V.Conclusion 
In this paper, we for the first time design and implement the spam detection based on the reviews given by 
the end users based on some keywords. By conducting various experiments on our proposed model we 
finally came to an conclusion that our proposed approach is best in identifying the spam users from a set of 
reviews that is posted based on some spam keywords. The simulation results clearly tells that our 
application is best in separating the spam accounts and normal accounts separately into two lists which is 
not there in current OSN networks. 
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