
 

                           
  URL. : http://ijrar.com            ISSN 2349 - 5138           E - ISSN 2348 - 1269 

 

 
   

International Journal of Research and 

Analytical Reviews 
 

UGC Approved Research Journal 
 

Periodicity - Quarterly 
 

 

 

  

 

 

 

 

 

 

 

 

                 
Atman Publishing Academy 

 

 

 
 

International Journal of Research and Analytical Reviews 

Atman Publishing Academy  

2061-C/2/B, Nr. Adhyatma Vidya Mandir, Sanskar Mandal, Bhavnagar-364002. 

Contact : 9427903033 E mail : editorsijrar@gmail.com, ijrar1@gmail.com 

 

 

An open Access, peer reviewed, refereed, online and print research journal 

mailto:editorsijrar@gmail.com
mailto:ijrar1@gmail.com


 

 

 

International Journal of 

Research and Analytical 

Reviews 
                               ijrar.com 

 

 

  

© IJRAR - All rights reserved. Reproduction in any form is strictly prohibited. 

 This work is licenced under Creative Commons International Licence 

Attribution 4.0 E-version. 

 
        Rs. 900 

 

 

 

 

 

 

Send your Paper(s)/Article(s) and Contact us on any one of following  

E mail:  (1) editorsijrar@gmail.com (2) ijrar1@gmail.com (3) drrbjoshi@ijrar.com 

Contect No.: +91 9427903033  

 

1. Thoughts, language vision and example in published research paper are entirely of author 
of research paper. It is not necessary that both editor and editorial board are satisfied by 
the research paper. The responsibility of the matter of research paper/article is entirely of 
author. 

2. Editing of the IJRAR is processed without any remittance. The selection and publication is 
done after recommendations of at least two subject expert referees.  

3. In any condition if any National/International University denies accepting the research 
paper/article published in IJRAR, than it is not the responsibility of Editor, Publisher and 
Management. 

4. Only the first author is entitle to receive the copies of all co-author. 
5. Before re-use of published research paper in any manner, it is compulsory to take written 

permission from the Editor – IJRAR, unless it will be assumed as disobedience of copyright 
rules. 

6. All the legal undertakings related to IJRAR is subject to Bhavnagar Jurisdiction. 

 

Editor 
International Journal of Research and Analytical Reviews 

Atman Publishing Academy  

2061-C/2/B, Nr. Adhyatma Vidya Mandir, Sanskar Mandal, Bhavnagar-364002. 

Contact : 9427903033 E mail : editorsijrar@gmail.com, ijrar1@gmail.com    

Subscription 1 year 2 years 5 years 

Individual 3,000 6,000 15,000 

Institutional 4,000 8,000 40,000 

Advertisement 1000/Black 3000/colour  Per Page 

mailto:editorsijrar@gmail.com
mailto:ijrar1@gmail.com


 

URL. : http://ijrar.com            ISSN 2349-5138           E-ISSN 2348-1269 

 
 

Editor in chief a 

Dr. R. B. Joshi 

aSenior Advisory Boarda 

 
Dr. H. O. Joshi 

Retd. Prof. & Head, 
Department of Education, 

Saurashtra University, 
Rajkot, Gujarat. 

Dr. Bhavesh Joshi 
Associate Professor 

College of Food Processing 
Technology & Bioenergy, 

Agricultural  University, Anand – 
388110, Gujarat 

Vasantkumar Pathak 

Director, 

Pathak Group of Schools & 

College, Rajkot. 

 aEditorial Boarda 

Prof. (Dr.) Ami Upadhyay 
Director, 

Department of Humanities 
And Social Sciences, 

Dr. Babasaheb Ambedkar Uni. 
A’Bad. 

Dr. Awa Shukla 
Asst. Professor & Director, 

Social Sciences Dept. 
Babasaheb Ambedkar Open 

University, Ahmedabad. 

Dr. Dushyant Nimavat 
Associate Professor 

Department of English, 
Gujarat Uniersity, Gujarat, 

India 

Dr. A. Heidari 
Faculty of Chemistry California 
South University (CSU) Irvine, 

California, 
 U. S. A.  

 Dr. Bharat Ramanuj 
Professor & Head, 

Department of Education, 
Saurashtra University, 

Rajkot. 

Dr. Nahla Mohammed Abd 
El-Aziz 

Assistant professor - Entomology 
Department, Faculty of Science, 

Cairo University, Egypt. 

Dr. Manahar Thaker 
Principal 

G. H. Sanghavi college of 
Education, 

Bhavnagar, Gujarat. 

Dr. K. S. 
Meenakshisundaram 

Director, C. A. A., 
 Great Lakes Institute of 
Management, Chennai 

Dr. J. D. Dave 
I/c Principal 

P.D. Malviya Graduate 
Teachers’ College, 

Rajkot, Gujarat. 

Dr. M. B. Gaijan 
Associate Professor, 

Shamaldas Arts College, 
Bhavnagar. 

Dr. A. K. Lodi 
H.O.D. Faculty of Education, 

Integral University, 
Lucknow(UP) 

Dr. Trupti Pathak 
Assistant Vice 

Precident(Tech.) 
Claris life Sciences, 

Ahmedabad. Gujarat. 
Dr. K. Ramadevi 

Associate Professor 
Department of Civil 

Engineering Kumaraguru 
College of Technology, 

Coimbatore, Tamilnadu. 

Dr. Jayant Vyas 
Professor & Head, 

Department of Education, 
M. K. Bhavnagar University, 

Bhavnagar 

Dr. Dilip D. Bhatt 
Associate Prof. & Head, 

Department of English, V. D. K. 
Arts college, 

Savarkundla, Gujarat. 

K. S. Dave 
Lecturer 

J. H. Bhalodia Women’s College  
Rajkot, Gujarat. 

Dr. Anil Ambasana 

Retd. Prof. & Head, 
Department of Education, 

Saurashtra University, 
Rajkot. Gujarat. 

Dr. Sandeep R. Sirsat 
Associate Professor & Head, 

Department of Computer 
Science, Shri Shivaji Science & 

Arts College, Chikhli, Dist: 
Buldana (M.S.-India) 

An open Access, peer reviewed, refereed, online and print research journal 



International Journal of Research and Analytical Reviews 
 

 

 

URL. : http://ijrar.com           ISSN 2349-5138           E-ISSN 2348-1269 

 
 
 

  Review Committeea  

 

  Editor & Head of Review Committeea 

 
Dr. S. Chelliah 

Professor & Head, 
Dept. of English and Comparative Literature, 

Madurai Kamraj University, Madurai-21, India. 

Mr. Zeeshan Shah 
Senior Lecturer, Department of 

Multimedia and 
Communication, University 

College of Bahrain, 
Kingdom of Bahrain. 

Dr. Samira Shahbazi 
Plant Protection & 

Biotechnology Research 
Group, Nuclear Agricultural 

Research School, Nuclear 
Science & Technology 

Research Institute (NSTRI), 
Iran 

Dr. Belal Mahmoud Al-Wadi 
Lecturer, University of 

Dammam (Saudi Arabia), 
Founder & Vice President of 

the Jordanian Society for 
Business Entrepreneurship 

(Jordan) 

Harish Mahuvakar 
Associate Professor & Head, 

Dept. of English, Sir P. P. 
Institute of Science, 

Bhavnagar, Gujarat, India. 

Dr. Mainu Devi 
Assistant Professor (Sr. 

Grade) in Zoology, Diphu 
Govt. college, Karbi Anglong – 

Assam India. 

Asim Gokhan YETGIN 
Assistant Professor, Faculty of 

Engineering, Dumlupinar 
University, Kutahya, 

Turkey. 

Dr. A. Kusuma 
Assistant Professor, 

Department of Social Work, 
Vikramasimhapuri University, 

Nellore.(AP) 

Prof. Rajeshkumar N. Joshi 
I/C Dean, Faculty of Arts & 

Humanities, C. U. Shah 
University, Gujarat, India. 

Sunita. B. Nimavat 
Assistant Professor of English, 

N.P.College of Computer & 
Mgt., Kadi (North Gujarat). 

Nahla Mohammed Abdelazez 
Assisstant Professor 
Faculty of Science, 

Cairo University, Giza 
Governorate, Egypt. 

Dr. Riyad Awad 
Associate professor, 

Structural Engineering, An - 
Najah National University, 

Nablus, Palestine. 

Dr. Amer A. Taqa 
Professor 

Dept. of Dental Basic Science, 
College of Dentistry,  Mosul 

University, Masul, Iraq. 

   

 

 

 

An open Access, peer reviewed, refereed, online and print research journal 



International Journal of Research and Analytical Reviews 
 

 

 

Contents  

 

1 Secure Routing to Prevent Blackhole Attack in MANET’s 
Shaik Noor Mohammad 

 

281z – 285z 

2 Design and Analysis of RCS Measurement of Launch Vehicle for its 
Dynamic Trajectory 
Veerabathini Surender, Dr. P.Sudhakara Reddy & Prof. P.Ramana Reddy 

 

286z – 290z 

3 Energy-Aware Sensor Node Design With Its Application in Wireless 
Sensor Networks 
U Shivanna & Chinna Narasimhulu C & Naga V Satyanarayana Murthy 
 

291z – 294z 

4 Congestion Control at MTP-L3 and STD methodology in Signaling-System-
7 
K. Prabhakar & Dr. P. John Paul 

 

295z – 302z 

5 IOT and RF-ID Based E-Passport System 
Sandeep Kumar & Sai Anirudh 
 

303z - 308  

6 Assets Management Device using Embedded Based IoT and RF-ID System 
for Remote Monitoring 
S J  Sugumar & Khusbhoo Pachori & Tejash Chowhan 
 

309z – 318z 

7 Nearby Optimization Strategy and an Extra Change Level for Solving 
Traveling Business Persons Problem 
E. Prasanthi, Kotha Akil, Dr. L. Rama Parvathy & Dr.K.Chanthirasekaran 

 

319z – 323z 

8 Low Power Approximate Multiplier and Advantages of Image  in  Signal 
Processing 
M. Pushpalatha & T. Krishnarjuna Rao 
 

324z – 328z 

9 Multi Level Image Thresholding Using Random Vector based Differential 
Evolution 
A. Srinivas & R. Nirmala Devi & B. Srinivas & Dr G. Raghotham Reddy 
 

329z – 333z 

10 Blurred Face Recognition using Adaptive Sparse Domain Regularization 
with LGRP feature based SRC Classification 
Hema Sree Parimi & Subba Rao Kakarla  

 

334z – 339z 

11 Identification of Skin Diseases using Computer Vision and Artificial 
Intelligence Techniques 
Syed MutiullahHussaini & Dr. T. Abdul Razak 
 

340z – 344z 

  

     

 
 
 
 

Special Issue                                                           Sept. 2018 



International Journal of Research and Analytical Reviews 
 

 

 

7th International Conference 

on 

Innovation in Electronics & Communication Engineering 
27th & 28th July  

 

Organized by 

 

Department of ECE, GNI, Hyderabad, Telangana, India. 
 

 

 

 

ICIECE - 2018 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 



[SPECIAL ISSUE SEPT. 2018]                                                                                       7th International Conference, ICIECE - 2018 

http://ijrar.com/                                                                                                                                           Cosmos Impact Factor 4.236 

Research Paper                                              IJRAR- International Journal of Research and Analytical Reviews   281𝗓 

Secure Routing to Prevent Blackhole Attack in MANET’s 
 

Shaik Noor Mohammad 

SSUTMS, sehore, M.P, India. 
Email:  noor.468@gmail.com,  

 

 
Received:  June 13, 2018                    Accepted: July 30, 2018 

 
 ABSTRACT  MANETs are temporary, infrastructure less, easily deployable, dynamic and self- configuring in 
nature. Decentralized administration and lack of coordinator are the major reasons for MANET to be more prone to 
attacks such as the blackhole. Malicious node (Black hole) attack is a famous issue in MANET’s. The Malicious node 
replies source node to have the shortest route to the destination. It attracts the network traffic towards itself in order to 
drop it. MANET containing such type of nodes may not behave according to the protocol which is used for routing. Most 
common protocols used in MANET’s are DSR and ADOV. However, these are not designed to detect blackhole attack. In 
this paper we propose a secure routing algorithm to prevent black hole attack in the beginning stage of route discovery. 
In our approach, one validity value is attached along with a request to reply (RREP) which guarantees that no attack 
took place along the path. Our approach is simulated in NS2 and validates trough performance analysis. 
 

Keywords: MANET; black hole attack; route reply; AODV; validity value. 
 

I Introduction 
MANET is a cluster of collaborative, mobile and wireless nodes. Mobile ad hoc network is planned 

to build up in natural disasters scenarios and battlefield operations wherever it is complicated to organize 
the wired network. MANET’s network topology is not fixed and does not possess any centralized control 
over the network. Here nodes are mobile and easily deployable and they communicate with each other 
using wireless links. Direct communication between the nodes is possible if they are in the same 
communication range otherwise neighboring nodes can be used as routers to transmit data [1] [2]. 
Decentralized management and dynamic network topology [3] are the reasons that make routing process 
more challenging. Different types of routing protocols are available namely proactive routing protocols, 
reactive routing protocols (on demand) and hybrid protocols. In proactive routing protocols, total data 
about the routing of the network is preserved at each node. Here updating of routing tables of the entire 
nodes takes place for any alteration in the network topology. HSR, GSR, DSDV etc are examples of proactive 
routing protocols. In reactive the routing only nodes which are part of active route maintain routing 
information. The reactive protocols like DSR, AODV, LAR, etc find the route which is on demand and Hybrid 
protocols are the combination of both proactive and reactive routing protocols. 

AODV is the most broadly used routing protocol in MANET’s [4] [5]. As it is a type of reactive 
routing protocols, it cannot handle security threats such as blackhole[5] [6]. Without proper security, 
malicious nodes may corrupt the routing operation. Blackhole is a well known and one of those types of 
attacks [4] and effect of this attack becomes more severe if two or more than two nodes cooperate with each 
other to cause the attack. Now a day’s research world is focusing on single node black hole attack. In our 
approach, we focus on both single node as well as multiple node collaborative attack by reducing overheads 
and time. Rest of this paper is composed as follows. Section 2 represents literature survey on AODV. Section 
3 presents our proposed strategy. Section 4 represents Result and analysis. Finally in section 5 conclusion 
and future work is discussed. 
 

II  Literature Survey 
Continuous changing network topology is a challenging task to forward packets between source 

and destination nodes [7]. AODV is a kind of on-demand protocols which serve the aim of steering packets 
linking pair of nodes. Ad hoc On-demand Distance Vector (AODV) is a reactive protocol, it explores for route 
which is on demand. AODV is advanced over DSDV i.e. it is DSDV with added benefits of DSR. Route 
discovery and its maintenance system are taken from DSR protocol whereas the multi-hop routing and 
sequence number are taken from DSDV. The use of sequence numbers is one of the reasons to prevent loop 
choice and count to infinity problem [9]. Below are the two stages in which AODV works: 

 

Route discovery: When a source node is ready to send data to any other node, first it checks its own routing 
table for a best possible route to destination node. If any route is present, data is sent through that route 
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otherwise route finding stage takes place with the help of distributing RREQ to its nearby nodes which 
explores for the desired route in their routing table also responds through RREP if present. This process 
proceeds until destination node is discovered or a node having route to destination is found. The 
intermediate nodes make the entry of RREQ and RREP messages in their route table. Each entry in the 
routing table is linked with timer and the entry will be deleted on expiry of timer. 
 

Route maintenance: At the time of data transmission if a route breakage occurs then the other nodes are 
informed with RRER message. The RRER message is sent to all those nodes which are using the breakdown 
path for their communication. Whenever a basic node receives this RERR message from other nodes then it 
has to restart route discovery process. 
 

Black hole attack: It is a type of denial of service of attack and it is also called as the data packet drop attack. 
The node within the network or outside of the network launches this attack [4]. At the starting time of route 
discovery process, if internal attacker node is present, on obtaining RREQ message, it will send a fake RREP 
message. The RREP sent by attacker node attains the source node early ahead of RREP’s sent by other nodes. 
This happens because of attacker node sending RREP without checking its route table. The RREP sent by 
attacker claims to have the shortest route to the destination node. It shows the minimum value of hop count 
and a maximum value of sequence number which shows that new adequate route to the destination node is 
available. Here source node will be deceived by this false RREP and select this path to forward data packets. 
On receiving these packets, the malicious node will not forward them it simply drops these packets.  
 

III Related Work 
In [10] a system is known as anti blackhole mechanism (ABM) is described in which the difference 

between RREQ and RREP is calculated to find the doubtful value of a node. Some of the abnormality based 
IDS [11] [12] which supervise malicious activities in MANET are presented. However, to posses IDS in a 
network requires a centralized monitoring which is not possible and impractical in MANET. A method to 
negotiate with the nodes claiming to have shortest and fresh route is proposed in [13]. However, this system 
adds an overhead and delays to prevent blackhole attack.An approach called SAODV is described in [14] 
where source nodes wait for a particular period to receive replies from all the nodes. However, this method 
adds nominal overhead but a significant delay is added. 

Payal et al. in [15] proposed a method to update threshold value dynamically and consistently. The 
value of sequence number from each RREP is checked with this threshold value. If a higher value of 
sequence number is greater than the threshold then it is confirmed that the RREP sending node as 
blackhole. Here one alarm packet is distributed to illuminate that a malicious node is present in the 
network. However, this method adds minimal delay and overhead in the network. H. Weerasinghe et al in 
[16], describes how malicious nodes are identified in a Data Routing Information table. This approach uses 
more memory to store the previous routing information and results in increased overhead. Memory is also 
wasted due to storing of past routing information. 
 

IV Proposed Method 
Our proposed approach keeps the process of AODV unchanged. In AODV, when a source node is 

ready to send data to any other node, first it verifies its own routing table for a best possible way to the 
destination node. If any route is present, data is sent through that route otherwise route finding stage takes 
place with the help of distributing RREQ to its nearby nodes which explores for the desired route in the 
routing table and responds through RREP if present. The whole process will carry on until the destination 
node is discovered or a node having route to the destination is found. In our approach a validity value is 
added with RREP message. This checked by intermediate node and is implemented at destination node. The 
flow graph of our proposed approach is shown in Fig.1. 

A validity value is added with RREP message and is reserved in route table at each node of the 
active route. If a source node receives route request which is the projected destination route, then RREP 
message is created by setting value for validity bit in RREP. The RREP with validity bit is sent back to its 
nearby hop from where it has obtained RREQ. In the proposed approach RREP message differs in the 
validity bit with the basic AODV RREP message. However, the validity value operation is developed in RREP 
message. Generally, in the basic AODV protocol, the route table contains nine fields: Valid Destination 
Sequence Number Flag, Network Interface, Destination Sequence Number, Other state and routing flags, 
Destination IP address, Next Hop, Hop Count, Lifetime, and Precursor List. We are proposing an additional 
field for validity value along with nine fields which are used to check the validity of route. Whenever a node 
receives an RREP and if validity bit in that RREP is set then only it will be processed. If the validity bit is set 
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entry for that route will be made in the route table. The malicious node is unaware of this strategy it will 
simply reply without checking its route table. The RREP message sent by attacker node doesn’t have validity 
bit attached. So a node which receives this type of RREP simply drops it without making an entry in the 
routing table. Therefore the routing table will be free from false routes. 

Our approach is same for single, as well as, collaborative malicious node attacks. In collaborative 
attacks, the attacker nodes which are in collaboration can forward RREP among themselves. But they cannot 
transmit RREP message to a node which is not in cooperation with them. Therefore both single as well as 
collaborative attacks can be avoided before actual transmission of data. 

 

 
 

Figure 1: Flow graph of proposed model 
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Simulation parameters used in the proposed approach are shown in below table: 
Parameter Value 

Type of Simulator NS2 
Area for Simulation 1000x800 m 

Total Simulation time 100 sec 
No. of nodes 20,40,60,80,100,120 

Mobility speed 25 m/s 
Type of Protocol  AODV 

Packet size 512 Bytes 
Table 1 : Simulation &  Parameters 

Simulation of our proposed approach has carried out through parameters of table1.The following 
graphs shows the comparison of AODV and our proposed AODV. Here the packet delivery ratio (PDR) is 
compared for AODV that is under blackhole attack, AODV, and Proposed AODV in figure 2. Packet delivery 
ratio drops with the raise in the number of nodes in the network. There is a significant drop in PDR due to 
presence of black hole node. However this node can be prevented from participating in the network by using 
proposed AODV protocol which has similar PDR. 

 
Fig. 2: Comparison of packet delivery ratio 

   Figure 3 shows comparison of routing overhead, where introduction of overhead by proposed 
approach are not extremely varying. Here routing overhead increases with node mobility speed. The reason 
is as nodes move faster there will be more change in the network topology which results in the 
reconstruction of new routes. Figure 4 shows standard end to end delay. Here like PDR, the number of nodes 
also affects standard end to end delay.  

 
Fig. 3: Comparison of Routing overhead 
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Fig. 4: Comparison of average end to end (E2E) delay 

IV.CONCLUSIONS AND FUTURE WORK 
Mobile wireless networks like MANET are more likely to be suffered from security threats due to 

their characteristic like open medium. This paper discusses a well known security threat called black hole 
attack and proposes an efficient solution for the same. Proposed system neither requires heavy processing 
nor extra memory. With the addition of negligible overhead, black hole attack is prevented before actual 
data transmission phase, even before the participation of malevolent node in the network. Therefore the 
legitimacy of route is confirmed. Proposed strategy is compatible with other reactive routing protocols. The 
proposed method will be applied for other reactive routing protocol as a part of future work. 
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 ABSTRACT  Radar System plays a important key role to track the launch vehicle by providing continuous 
trajectory data for the range safety purpose to evaluate the launch vehicle performance during real time.Launch 
vehicles are encountered highly fluctuating dynamic rates while placing the satellite into an orbit. Radar Cross Section 
(RCS) guides the detection of the launch vehicle range and highly dependent on space vehicle physical configuration, 
aspect angle, frequency and polarization [1]. For continuous tracking of space vehicle from the launch pad, it is 
essential to estimate the RCS and investigate the factors which contribute the RCS fluctuations. This paper analyzed the 
RCS characteristics of the launch vehicle in dynamic nature by MATLAB based software simulations and validated the 
results with the Monostatic Radar measurement by taking a case study. 
 

Keywords: Radar Cross Section (RCS), Range Safety, Monostatic Radar, Launch Vehicle, Aspect Angle 
 

Introduction 
Launching of a launch vehicle is potentially hazardous and complex in nature. Radar tracking data is 

critical to take range safety decisions during the real time launch. RCS is an important study parameter for 
space applications specially dealing with launch vehicle tracking which deeply influences the radar tracking 
performance.  Launch vehicles fly in pre-defined trajectories to keep the satellites in different orbits. There 
are possibilities of encounter of the tracking breaks with sudden signal dips due to RCS fluctuations, which 
misleads in prediction of the vehicle position and estimation of impact point of the launch vehicle stages 
after their  separation. Hence, it is very much essential to get the good amount of RCS to track the target 
continuously by the radar for the range safety purpose [8]. RCS is an important factor for evaluating the 
performance of modern long range radars. 

RCS estimation for simple shape of targets like plates, spheres, cylinders etc., is easy with 
application of exact methods in  analytical techniques but difficult to apply  for complex targets like aircraft, 
missiles, launch vehicles etc, [2] The significance RCS is the effective area by which the amount of EM signals 
reflects back towards radar after the incident wave. It is a target particular characteristic  and depends on 
its physical area seen by the radar. Higher RCS warranted for space and civilian applications easy to detect. 
In certain cases, like fighter aircrafts, ships and missiles need very low RCS design to escape by the enemy 
radars [5]. The RCS not only determines the existence of the target but also the approximate size and shape. 

The radar is used for detecting and ranging the target by transmit EM signals towards the target 
and receive echoes from the target and process the data.  The radar range equation is the basis for design 
and estimation of the dynamic RCS of the targets. The influence of RCS on the received power by the radar is 
shown by the radar equation [2] for free space propagation is given by 

                                                    Pr =
PtGtGrλ2σ

(4π)3R4
                                                                                         (1) 

Where, the transmitted and received power is denoted by 𝑃𝑡  and   𝑃𝑟 ,the transmitting and receiving 
antenna gain is denoted by Gt  and Gr , λ  is the operating wavelength, R is the radar range and σ (Sigma) is 
the RCS of the target.  

The reflected power by the target is the product of its effective area and the incident power density. 
It is called echo of the object. The echo intensity clearly described by the RCS of the object. The definition of 

RCS is [7]                                                             σ = 4π limR→∞ R2  Escat  
2

 Einci  
2                (2) 

  Where 𝐸𝑖𝑛𝑐𝑖   is the incident electric-field strength of the is wave imposing on the target and 𝐸𝑠𝑐𝑎𝑡  is 
the reflected electric-field strength of the wave towards the Radar and R is the far field distance.  RCS is 
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representing in logarithmic scale for convenience due to large variations in RCS patterns from one aspect 
angel to another [2].  
 

𝑅𝐶𝑆 (𝑑𝐵𝑠𝑚) = 10 log10 𝜎                                                              (3) 
      The different factors determine how the electromagnetic energy returns to the source such as [3]: 
target material, size, incident and reflected angles, polarization of the transmitted and the received powers 
with respect to the target orientation. RCS estimation for complex targets is difficult as it is not possible to 
include all practical phenomena into consideration. The launch vehicles are constructed with different stage 
configurations to accommodate the required fuel and associated systems. The stages of launch vehicle are 
separated as per pre-defined trajectory toplace the satellites in various intended orbits. The complex objects 
like launch vehicles, missiles are constructed using simple arbitrary objects like sphere, cylinder, rectangle, 
triangle, circular plates, cone etc [3]. The RCS estimation of launch vehicle is difficult due to its dynamic 
nature and environmental conditions. 
 

2    Case Study  
Design and Analysis of the RCS fluctuations of a launch vehicle in dynamic nature by proven software 
simulation and Monostatic Radar Measurement is carried out in the following phased manner. It is required 
to analyze the signal strength fluctuations of launch vehicle before the launch for its designed trajectory 
shown in Table-1. It is useful for radar operator to alert where the signal reaches the threshold.   
2.1 Configuration and Design of Launch Vehicle  
One of the complex launch vehicles model was taken for RCS estimation The following launch vehicle 
configuration with the geometrical dimensions is designed in AutoCAD. This model used as input for 
simulation software for RCS estimation showed in Fig.1 and Fig.2 
 

 
Fig 1.   Launch Vehicle Configuration      Fig 2 .   Launch Vehicle Design in   AutoCAD  
 

Description of launch vehicle stages 
 A, B:Solid Boosters fires from T+0 sec. to T+140 sec. and separates at T+140sec. 
 C: Liquid Stage fires from T+140 sec. to T+319 sec. and separates at T+319 sec. 

D: Cryo Stage fires from T+322 sec. to T+964 sec. 
E: Heat Shield of the Satellite separates at T+224 sec. and Satellite is placed in the orbit at  
T+979 sec. 
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Table 1.   Flight Trajectory of the Launch Vehicle 

------------------------------------------------------------------------ 
TimeS.RangeElev Azim  Range Elev Azim  Aspect   
Rate Rate  Rate Angle  
(s)(km)(deg)(deg)(km/s)(deg/s)(deg/s)(deg) 
-------------------------------------------------------------------  
0.0    5.932    0.178   69.429    0.000    0.000   -0.000   89.768 
1.0    5.932    0.188   69.429    0.000    0.029   -0.000   89.768 
2.0    5.932    0.236   69.429    0.000    0.078   -0.000   89.733 
3.0    5.932    0.343   69.429    0.000    0.127   -0.000   89.633 
4.0    5.932    0.497   69.429    0.000    0.179   -0.000   89.480 
5.0    5.933    0.700   69.429    0.000    0.234   -0.001   89.286 
6.0    5.933    0.961   69.429    0.000    0.295   -0.001   89.036 
7.0    5.934    1.289   69.429    0.001    0.360   -0.002   88.694 
8.0    5.934    1.685   69.426    0.001    0.427   -0.002   88.045 
9.0    5.936    2.148   69.417    0.002    0.496   -0.001   87.206 
10.0  5.938    2.678   69.417    0.003    0.567    0.000   86.315 
50.0  10.964   48.389   77.391    0.283    0.669    0.423   26.657 
100.0 38.363   52.881   99.748    0.936   -0.232    0.297   11.721 
200.0 192.908   31.312  107.994    1.943   -0.168    0.012    4.914 
300.0 452.649   18.197  108.446    3.464   -0.096    0.000    4.829 
------------------------------------------------------------------- 
2.2  RCS Estimation of the Launch Vehicle by Software Simulation for the given trajectory  

The RCS simulation software used is POFACET 4.1 version which was implemented with the 
physical optics method [4]. It is well established simulation software tool with high processing capabilities 
is used for the estimation of RCS which was developed by David C. It is more user friendly and employs the 
MATLAB computational features with Graphical User Interfaces  functions for efficient calculations of RCS 
[6][9]. 
 POFACETS software asuitable tool for representing the of complex shapes by triangular facets. It 
calculates the Monostatic or Bistatic RCS of the targets as per user specified inputs and displays the targets 
geometrical models and RCS plots.  The launch vehicle is designed in AutoCAD which is input for the 
simulation software for RCS estimation. The RCS fluctuations of above launch vehicle for its given trajectory 
of 300sec data with 1sec interval is simulated. The signal strength variations with respect RCS fluctuations 
against aspect angle plotted in Fig 3.     

 
                                                Fig 3. The Simulated RCS of the Launch Vehicle with Aspect Angle 
 

2.3 RCS Measurement of Launch Vehicle in Dynamic Nature by Monostatic Radar for a 
sameTrajectory 

RCS fluctuations of the above launch vehicle measured by Monostatic Radar with transmitting 
electromagnetic energy towards the target and receive the back scattered echo signal in skin mode towards 
the same radar antenna. The RCS measurement by Monostatic Radar carried out by Signal Processing 
Technique during the Real Time for same trajectory with the following parameters.  
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Frequency of Operation    : 2800 MHz (S-Band)  
Power      : 1MW 
Polarization      : Horizontal 
Gain       : 39 dB 
Receiver Noise Temperature   : 587 ° kelvin 
Receiver Bandwidth     : 1.4 MHz 
Noise Figure     : 2.5 dB 
 

The Radar Received Signal Strength values of the launch vehicle with respect to aspect angle for the 
given trajectory logged in 10ms interval in Radar Data System during the Real Time. The logged data 
parameters processed with respect to aspect angle.  The data is considered from T+15 sec where the launch 
vehicle lift off from the launch pad shown in Fig 4. 

 
                                                  Fig 4.  Radar Received Signal Strength plot with Aspect Angle  
 

Results and Analysis  
 

The RCS estimation in terms signal strength values for the launch vehicle by the Radar 
Measurement Method and Software Simulation Method for given trajectory results are plotted in Fig.5  

 
Fig 5. Combined Signal Strength variations of  Space Vehicle for its trajectory. 

 

This paper presented the measurement of RCS fluctuations of a launch vehicle by MATLAB based 
POFACET software and validated the results with Monostatic Radar Technique for its trajectory. 

The simulated RCS of the launch vehicle for its trajectory is comparable with Radar Real Time 
measured RCS with acceptable agreement levels. Simulated RCS shows around 1dB to 2dB more, this is due 
to non-considering the environmental conditions in software simulations. The RCS values improved after 
T+110 sec in both methods due to improvement in aspect angle and decreased after T+200sec onwards.  
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More RCS fluctuations are observed in radar measurement due to presence of environmental conditions. 
Signal strength improved in radar measurement at T+140 sec onwards due less flame attenuation by the 
liquid stage of the vehicle. But it was not present in simulation due to non-considering the flame attenuation.   
Overall results  shows that RCS of the launch vehicle is dependent on aspect angle and shape of the launch 
vehicle. 

 

Conclusion 
In this paper RCS measurement of launch vehicle in dynamic nature was designed and analyzed. 

The RCS of the launch vehicle was simulated with proven software for its trajectory and results were 
validated by Monostatic Radar signal processing technique. The software simulated RCS values shows good 
agreement with the Monostatic radar measurements except few intervals due to non-considering the real 
time RF environmental phenomena.  

Results shows that RCS of launch vehicle depends on aspect angle and its size of the launch vehicle. 
It also to be further investigated the effect of RCS fluctuations of the launch vehicle with respect to different 
polarizations and frequencies by taking the RF environmental conditions into account.    
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 ABSTRACT  Current use of Wireless Sensor Network (WSN) technology and the use of power for exploitation 
remains the main obstacle. This paper provides the power-aware sensor node design and implementation that helps 
build energy-efficient WSNs. A power-efficient strategy has been proposed to minimize energy consumption from both 
the sensor node level and the network level. To reduce the communication power consumption of the sensor node, the 
distance between the transmitter and the receiver is estimated before the transmission is available, and then the lowest 
transfer power required to transfer the measurement data is calculated and determined. The sensor nodes are also set 
to sleep mode between two consecutive dimensions for energy saving in normal operating conditions. Furthermore, 
energy networking can be achieved by estimating energy consumption within the entire network under whole network 
configurations, and then achieving energy efficiency. 
 

Keywords: 1.wireless sensor network, 2.sensor node, 3.zigbee network, 4.media access control protocols, 5.transceiver, 
6.adequate simulation 
 

I INTRODUCTION 
WSN [7] refers to a group of spatially dispersed and dedicated sensors for monitoring and 

recording the physical conditions of the environment and organizing the collected data at a central location. 
WSNs measure environmental conditions [6] like temperature, sound, pollution levels, humidity, wind, and 
so on. 

     
Figure1 Wireless Sensor Networks 

WSN is a wireless network that consists of base stations and numbers of nodes (wireless 
sensors).These networks are used to monitor physical or environmental conditions like sound, pressure, 
temperature and co-operatively pass data through the network to a main location as shown in the figure 1. 

 

II EXISTING SYSTEM 
Fast development of wireless communication, wireless communication and on-chip signal 

processing encouraged the development of wireless sensor technology, which enabled extensive 
applications for industrial system monitoring and environmental sensing from situation management 
management. The number of wireless sensors [1][2] is generally considered to be wireless sensor network 
(WSN), implemented for real-life applications, is rapidly growing in recent years, and the trend is expected 
to increase further in the following years. However, energy consumption is still a major obstacle to 
completing this technology and the batteries are recharged, eg through solar power-breeding systems [3]
 The Transmission-Application Media Access Protocol is designed to reduce the power consumption 
[4], allowing the sensor nodes to remain low-powerless and not work in the mode of transmission or 
receiving mode. Data based systems are divided into two different categories: data compression and energy 
efficiency data collection 
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Previous studies have studied different policies, such as data-based systems to reduce duty-cycling 
and energy consumption. Duty cycling can be achieved by a low-distance cycle through sleep / wake-up 
protocols and media access control protocols. For example, a small topology and power management system 
[9][10] has been proposed to improve network lifetime by setting some unnecessary nodes to sleep mode 

A power-saving strategy involving node-level energy savings has been proposed at the meeting 
with positive network configuration[5] by conserving positive radio frequency (RF) power setting and 
network-level power. 

 

III PROPOSED SYSTEM DESIGN 
The proposed system adds an extension / sleep-up scheme to the sensor node design, in which 

node-level power saving. The entire communication system and experimental test has also been updated 
since the main controller of the microcontroller LPC2148 [8] is used for the sensor node. 

The proposed system consists of mainly three sections such as monitoring unit, master unit and 
slave unit. The multiple slave units collect the user requirement sensors information and passed to the 
master controller through zigbee network which works at frequency of 2.4GHz. The master controller 
collects the different sensor nodes information and passes to the monitoring unit comprises personal 
computer. Here instead of wasting power, we adopt a system where these sensor nodes switch 
automatically to power on and off modes. If two sensor nodes were arranged with short distance between, 
the slave controllers switch sensors to on and off states, reducing power wastage for being monitoring 
continuously as two sensors give same information with some variance. 

 
                                                           Fig 2:  Sensor node environment 

The Figure2 defines a sensor node (environment) as a sensing environment (an environment model 
to sense, sensing devices and a micro controller unit (MCU) encapsulated as simulation-component) and a 
transceiver. When these entities are modeled as simulation-components their actual simulated behavior can 
be parallelized by maintaining separate timelines at simulation-component level up to the points of 
necessary interaction both within and beyond component borders (e.g. the MCU duty cycle reaches a state 
where the environment needs to be sensed, the transceiver listens and receives an incoming message etc.). 
While these entities need not to be simulated at all when their behavior is not influential to the simulation 
target parameters (e.g. power consumption) at the moment, thus saving computational resources, doing so 
in threads of execution of their own can be highly beneficial in the context of simulation in a number of 
scenarios while maintaining adequate simulation performance (e.g. real-time event injection during 
simulation runtime etc.). 

 
Figure3: Block diagram of energy aware sensor node design 
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The figure3 illustrates the architectural overview of sensor node system.The proposed system 
consists of mainly three sections monitoring unit, master unit and slave unit. The multiple slave units collect 
the user requirement sensors information and passed to the master controller through zigbee network 
which works at frequency of 2.4GHz. The master controller collects the different sensor nodes information 
and passes to the monitoring unit comprises personal computer. Here instead of wasting power, we adopt a 
system where these sensor nodes switch automatically to power on and off modes. If two sensor nodes were 
arranged with short distance between, the slave controllers switch sensors to on and off states, reducing 
power wastage for being monitoring continuously as two sensors give same information with some 
variance. 

 

IV EXPERIMENTAL RESULTS 
The proposed system is realized using Embedded C and being run KEIL µVision3.The source code of 

the system design results are captured and presented as snapshots  

 
                                  Fig 4 Complete snapshot of the working Module 

The performance of network-level power saving is investigated by comparing the power 
consumption of a fixed network configuration to a compatible network configuration. Implemented by 
advanced hardware system software and results are shown on the LCD showing results.   

 
Fig 5 slave 1 is activated 

In this experimental examination, we compare the communication power consumption of a fixed 
transmission power configuration called a traditional scheme as a traditional scheme, which enables scheme 
1 to be used on the network with a positive transmission mode. Subsequently, the performance of the 
periodic sleep / waking scheme was further investigated by comparing the power consumption of a sensor 
node in many labor models          

 
Fig 6 slave 2 is activated 
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V CONCLUSION 
The “Energy Aware Sensor Node Design and its applications in Wireless Sensor Networks" based on 

ARM is  built around the state of art architecture of the ARM7LPC2148 micro controller has showed the 
desired results without ambiguity. The system has showed the results exactly at the implementation level in 
the Zigbee coverage area practically. This system can be effectively utilized for the effective management of 
Energy consumption in various applications. This research paper provides the design and implementation 
of a fuel-sensitive sensor node, which creates a power-efficient WSN through "node-level energy savings" 
and "network-level energy savings”. “Node level energy savings" can be achieved through positive 
transmission power configuration and through a periodic sleep / wake-up scheme, while "network-level 
energy savings" is achieved through positive network configuration. Experimental tests have confirmed the 
effect of the schemes for energy savings in the WSN 
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 ABSTRACT  The signaling can be defined as the process to exchange information to maintain and provide the call 
service between the call components. The communication between telephones-switches in public telephone networks 
with different set of protocols are known as Signaling System Number 7 (SS7). The function of SS7 are call control, 
maintenance capabilities based on office telephone network and network management remotely. The telephone 
networks are vulnerable to attacks and congestion occurring in the telecommunication. Therefore, to avoid such 
problems, “ Congestion Control at MTP-L3 (Message Transfer Part-Layer3)” is used for controlling the traffic occurring 
at the MTP-L3 layer using Transfer Control (TFCs) and transfer restricted mechanism (TFRs). The “Secured Tracking 
Devices (STD)” is used for secured transmission of voice and data in the telecommunication by identifying the attackers. 
Hence, the “CC at MTP-L3 STD” methodology provides better results by varying Link carried traffic (E) using different 
Octets values (600 and 800) and Prior (T) values respectively. 
 

Keywords: Congestion Control, Transfer Control, Transfer Restricted Mechanisms, Signaling System Number 7, Secured 
Tracking Devices. 

 
1. Introduction 
Signal System-7 (SS7) is a set of protocols, which describes a means of communication between telephone 
switches in public networks. SS7 is highly sophisticated form of common channel signaling (CCS), which is 
to provide remote network management, call control, and maintenance capabilities for the (inter-office) 
telephone network [1]. The authentication mechanism is done using mobile and base station to analyze the 
effectiveness of current authentication mechanism using Global System for Mobile Communication (GSM). 
The GSM mobile communication is to make mobile phone system secured with proper authentication 
methodology [2]. The digital cellular mobile network GSM (Global System Mobile) is build into the system to 
deactivate or break the encryption on the radio link in order to eavesdrop on mobile phone conservation 
[3]. The PSTN contains more number of switches in which it includes redundant hardware and extensive 
self-checking and recovery software. The PSTN designers made the coupling-interactions trade-off in favor 
of loose coupling, in which it allows human operators to intervene in the event of failure than relying 
entirely on computer control [4]. The security flaws of the GSM network and its transport channels has 
influenced revolutionized different aspects of the human life. GSM uses radio communications for its mobile 
subscribers for the persons who are unauthorized users via. different base station [5]. 
The IP backbone network topology is synthesized based on various qualitative and quantitative criteria for 
environment. IP network design process and network designs are typically characterized by a trade-off of 
cost versus performance and availability [6]. Traffic delay is one of the important metrics used for 
performing network functions. The main function is to examine the optimal range of quanties used for 
estimating the IP packet variation in the Next generation networks [7]. Telecommunication next generation 
network NGN is a converged network, which aims to provide a multitude of services over a signal integrated 
network infrastructure. An optimal method for planning, designing and capacity dimensioning for the next 
generation network is used for increasing the subscription ratio of the service and guarantee the  service of 
the network [8].   
The network of VoIP involves sending voice information in digital from using packet based switching rather 
than using the traditional protocols of public switched telephone network (PSTN) [9]. The three broad 
techniques currently being employed in performance analysis of computer networks based on analytical 
medaling, simulation and measurements. The field of performance analysis of computer networks is highly 
dynamic and progressive [10]. 
To overcome various problems in the telecommunication, the “CC at MTP-L3 using TFCs and TFRs and 
secured tracking device (STD)” methodology to avoid congestion/traffic in network by reducing the 
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unknown source entering in the telecommunication. The “CC at MTP-L3 STD” methodology performs by 
varying Link carrier traffic (E) in terms of 600 and 800 octets. 
2. Related Works 
Jinoo Joung et al. [11] has implemented a flow-admission-control in next generation networks with flow 
aggregate information exchange for calculating end-to-end delay bounds of flows aggregate. The delay-
bound and admission-control scheme are evaluated with simulations in a few realistic scenarios. 
Rossouw von et al. [12] had addressed various types of unknowingly participating attacks in cyberspace. 
The ICT becomes increasingly integral part of the supporting systems interm of information security. 
A.A. Obiniyi et al. [13] has presented new innovations in performance analysis of computer networks with a 
view for intimating network users, administrators and designers with a high level of cooperation with the 
software-defined networks and the next-generation protocol (Ipv6). 
Dr.S.S.Riaz Ahamed [14] has addressed primary function of SS7 is to provide call control, remote network 
management, and maintenance capabilities for the inter-office telephone exchanges. The SS7 architecture 
enables communication to take place between entities within the network effectively. 
Garima Sharma and Dr. Harish Mittal et al. [15] had presented security on SS7 Signalling Protocol in the 
mobile networks, which is still long for interoperability and background compatibility in international 
roaming. The security method were less to handle, if new variety of attacks are added in the network. 
The above illustrated papers has some limitations yet to be performed well in telecommunication such as 
congestion control and security. Thus, “CC at MTP-L3 STD” methodology performance efficiently than the 
recent related papers. 
 

3. Overview of Signaling System 7 (SS7) 
The Signaling System 7 (SS7) is an architecture, which are used in the functions of billing, routing and public 
switched telephone network (PSTN). The exchange of information is done to maintain and provide the call 
service between the call components process is known as Signaling. The exchange of network elements by 
the user of PSTN takes place, when the user dialing the numbers, at dial tone, call waiting tone etc happens. 
The important medium of exchanging information in the elements of telephone network is SS7. The SS7 
network protocol are used in; 

a. Advanced features in calling for example., Call forwarding and information of caller. 
b. Personal communication services (PCS) and wireless roaming. 
c. Conference calling 
d. Authentication of mobile subscriber 
e. Effective and secured worldwide communication 

 

Signaling Links 
The SS-7 messages are exchanged between network elements over 50 or 60 kilobit per second (kbps) in 
which signaling links are defined as the bidirectional channels. Signaling exist out- of-band on dedicated 
channels in place of in-band on voice channels. The different types of Signaling Link are described below., 

• SSP (Signal Switching Point) – Telephone switch call and dial are functions 
• STP (Signal Transferring Point) – Transfer Routing Messages 
• SCP (Signal Control Points) – Control and monitor transmission in the network. It is also called as 

Intelligent Network. 

 
Figure.1. Basic PSTN Network Topology 
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The Basic PSTN Network topology is given in Figure.1. Each SSP has two links in which messages sent over 
either link are treated equivalently as a result of the STPs of a mated try area unit unvarying. The SCPs are 
often displayed in pairs. The SCPs are expected to service evently like SCPs. SCPs don't seem to be directly 
connected by a try of link. 

• A (access) Link – “A” link joins a signaling end point to one STP. On link A only messages created 
from or coming to the signaling end point are channeled. 

• B (bridge) Link - “B” link joins one STP to another STP. A quad of “B” links joins companion STPs of 
another network. The contrast between a “B” link and “D” link is rather irrational. Because of which 
link may be referred to as B/D links. 

• C (Cross) Link - “C” link joins STPs doing similar functions into a mated pair. The “C' link is used, 
when link failure occurs and STP has no available route to destination signaling point. 

• D (diagonal) Link - “D” link joins a secondary like local or regional STP pair to a primary STP in a 
quad link manner. 

• E (Extended) Link - “E” link joins a SSP to an equivalent STP. “E” links provide a replacement 
signaling path if an SSP's “home” 

• F (fully associated) Link - “F” joins SSPs and SCPs, which are the two signaling end points. “F” links 
directly joins signaling points in networks without STPs. 

SS7 Protocol Suite and OSI Reference Model (RM) 
The SS7 protocol stack is aligned with the layer in the OSI RM to provide various function in 

telecommunication. The important purpose of SS7 network is to convey difficult signaling information 
between nodes (i.e SS7 nodes) such as telephone exchanges, call control and network management and 
related to call control. The Figure.2, explains SS7 protocol suite and OSI RF. The three levels of the message 
transfer part (MTP) collectively provide a highly reliable and resilient connectionless message transport 
mechanism. SS7 Protocol Suite provide three level of the MTP, which functions are described below. 

 
 Figure.2. Relation between SS7 and OSI Reference Model 

  
• MTP Layer-1 – Defines the physical characteristics of the data links used in the signaling 

network.MTP Layer-2 – Provides the functions and procedures for the reliable transfer of 
signaling information over a single data link.MTP Layer-3 – Elaborate routing and signaling 
network, which permits in-sequence and non duplicated connectionless message transfer even 
under adverse conditions like network congestion and failure. 
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• SCCP – Enhances the services provided by the MTP to provide both connectionless and connection 
oriented modes. SCCP provides management functions, which broadcast the status of its “user” to 
other nodes in the network by adapting their routing the changing availability of telephone users. 

• TCAP - Provides application layer formatting and procedure for real-time intensive response type 
applications. TCAP consists of two sub layers such as component and transaction sub layers. 
Component Sub layer (CSL) and Transaction sub layer (TSL) are modeled after and aligned 
with the remote operations service protocol. 

• Common Management Information Protocol (CMIP) - has same services and associated 
protocol. 

• ISDN User Part (ISDN-UP) – is a message-oriented applications, which defines for providing call 
control (call establishing, supervising and releasing voice and data calls over a circuit-switched 
connections among telephone exchanges, which serves an ISDN). 

It is very hard to find out how MTP reacts to congestion thereby constituting a more easily accessible 
information source than the standards. Hence, below explanation describes, how the congestion takes place 
in MTP-L3 layers and prevention and detection using Transfer Control (TFCs) and transfer restricted 
mechanism (TFRs). 
4. Congestion Control at MTP-L3 using TFCs and TFRs 
MTP-L3 assumes equal sharing of the traffic load among the routes in the route set. When a link in a link set 
is congested, the whole link-set is considered as congested. Similarly, when a route is congested, the 
corresponding route is considered as congested. 
As of whole, the route set towards the signaling point is considered as congested. MTP-L3 differentiates 
between congested and failed links. When a link failure and traffic take place the signaling link is re-routed 
to an alternate link. 
Traffic routed to a congested signaling link is placed in the level 2 transmission buffer irrespective of the 
congestion status of the link. The MSUs are simply discarded, when the transmission buffer becomes full. 
Figure.3, explains congestion signaling on MTP-L3. 
Links D-F and D-E are assumed to have priorities 1 and 2 respectively, which forms routing towards F. A UP 
at A is communicating with a UP at F, when a link in the link set D-E becomes congested by the way the 
whole network is considered as congested. Hence, the adjacent STPs B and C suggest not to use D for routing 
of traffic to F. 
However, the B and C omits the path based on the Transfer Restriction (TRs) and transfer to another path. It 
is slight difficult to continuously monitor the traffic/congestion status of the traffic routeset. The signaling-
routeset-congestion-test procedure is used to find out congestion priority, which can be sent on a particular 
routeset. The signaling-routeset-congestion test procedure is repeated until the congestion status comes to 
Zero (i.e. until the congestion has ceased). 
 

 
Figure.3. Congestion Signaling on MTP-L3 
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Hence, the routeset-congestion test procedure is repeated until the congestion reduces using TFRs and TFCs 
(Controlled and restricted). Therefore, there are many possible new attacks in SS7, which affects the 
security in telecommunication. To overcome the attacks, below mentioned techniques are developed. 
 

5. Secured Tracking Devices (STD) for avoiding Vulnerabilities 
The mobile networks are the most dynamic part of critical communication infrastructure and the key 
instrument used to perform regular activities varying from voice and text messaging to providing signaling 
for emergency services and critical infrastructure. The “Secured tracking devices” is an independent location 
for finding solution for Universal Mobile Telecommunication Service (UMTS). 
The secured tracking devices helps in finding capabilities based on the ability to send and handle standard 
signaling messages via. SS7 network. This device does not require any special hardware or software 
installation neither in the cellular network in the mobile phone. Hence, tracking devices can track virtually 
in the world even if the subscriber's mobile phones is not GPS enabled. In telecommunication, subscribers 
are identified by the international mobile Equipment identity (IMEI). The SMS delivery protocol allows the 
source network to receive information about the subscriber's location for further routing of the message. 
The Figure.4.a and 4.b shows the with and without STD in the telecommunication. When subscriber ”A” 
makes a call, the request along with the number of destination subscriber are sent to the attacker's 
equipment. Then, attacker can then redirect the call and create a three-way such as., i) Destination 
Subscriber ii) Calling Subscriber and iii) Attackers. The STD used to track the attacker and send 
acknowledgment to the Subscriber “A” by sending SMS. 

 
Figure. 4.a. Without STD in SS7 telecommunication 

 
Figure. 4.b. Without STD in SS7 telecommunication 
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4. Result and Discussion 
The “Congestion Control at MTP-L3 and STP” techniques are used for avoiding traffic using TFCs and TFRs 
techniques. The complete work is done using I7 system with 8 GB RAM. This section gives a detailed view of 
the results that are obtained using “CC at MTP-L3- STP” method. The following parameters of the two-
priority message traffic model are explained to be aggregated into a single virtual priority class. The two-
priority message traffic model is taken as Threshold value with 600 Octets and another threshold value with 
800 Octets. First the queue control on frequency and time is varied based on the Link carried traffic (E) with 
two different Octets values such as (600 and 800 Octets). 
The Figure 5 and 6, shows the Queue Control on Frequency (/s) and time (s) by varying link carried traffic 
(E). The threshold effects the frequency of invocation of the MTP-L3 control. As frequency of control 
invocation increases as the abatement threshold is set closer to the onset threshold, refer Figure. No. 5. The 
level 2 queue length is maintained at a high level, so that control is invoked less often, but it says on each 
time for a much longer period, refer Figure.no.6. 

 
Figure.5. Control on frequency versus load 
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Figure.6. Time versus load-Tx queue control 
 

 
Figure.7. Probability of low-priority message discard versus load 

 

 
Figure.8. TX queue second threshold control on frequency versus load 

 
From Figure.7 and 8 depicts the impact of discard threshold on the probabilities of low- priority messages 
being discarded at both the source or at the level 2 queue whose controls are being analyzed. The threshold 
value is varied based on 2000 and 2200 priority with different link carrier traffic (E). 
 

5. Conclusion 
The SS7 network has emerged as a standard, extremely secure, low-delay and reliable infrastructure 
designed to support voice transport and services over the circuit-switched network. The “CC at MTP-L3 
STD” methodology control congestion using Transfer Control (TFCs) and Transfer Restricted Mechanism 
(TFRs) with 'Secured Transmission Device” for monitoring telephone communication. Hence, variation of 
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different octets and prior such as 600 and 800, T = 2000 and 2200 respectively gives better results in 
telecommunication. 
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 ABSTRACT  RF-id has been considered as the most efficient and eco-friendly way of identification. It is portable as 
compared to the passports that are in use presently.  Unlike passports that have a barcode which can be easily spoofed, 
spoofing of an RF id requires skillset of electronics. Use of RF Id makes it easier to scan the passport at airports. It also 
helps to reduce the labor being employed for scanning of passports.  The security of RF ids can be further increased by 
using iris scanners and biometrics. A passport is a unique identifier that is used all over the world, a cloud server is used 
to store all the information on a database. The information present in this database is secured and editing of the 
information on this database is possible only for authorized persons. Through this, one passport can have only one 
identity and it is impossible for any other person to change the details of the passport. 
 

Keywords: Mathematics; Teaching Method; Performance; Students’ variables; Teachers’ variables. 

 
Introduction 
The present passports in India are designed using paper and plastic which takes a lot of space and is not 
eco-friendly [1-3]. Replacing RF ids with electronic passports can make the work on the go and easy.  Radio 
frequency identification is one of the most widely used technologies in several domains like health cards, 
tram passes, car parking etc [1], [4-7]. Several such applications have emerged based on RF Id. A passport is 
one of the unique identities that have worldwide recognition using an RF id without security can be an issue. 
To overcome such securities issues, biometrics can be added [8-10]. But this, in turn, increases the labor 
being employed to monitor and increases labor costs. The best way is to add up the technology of IoT to 
these E-Passports. These E-passports are already being used in countries like Malaysia, Norway, Japan and 
several European countries. But several security issues have been encountered during the course of the 
period [11,12], [15]. Such issues can be prevented by using a secured database. The passport holders will 
have permission to access the information but cannot edit the information. The authorized employees of 
government organizations are given a password in order to edit the information present in the database. 
This can help to increase the security of the E-passport    [13-14]. 

 
Fig. 1: The Graph showing the number of papers published during 2001 to 2018 

 

According to the last 20 years study based on E-Passport is showing the continuous attraction 
regarding this research area for all research community as shown in Fig.1. This entire data was taken from 
the well-known standard website science direct using the keywords i.e. E-Passport System. The number of 
papers shows the extent to which research is going on in the e-passport technology. Several papers have 
been published stating several encrypting algorithms and various methods to develop a secure, portable and 
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mobile e-passport. The IoT technology helps to maintain a logged database of the passport holder and the 
country it was accessed on so that it would further help in case of any investigations [16-19]. We would like 
to draw your attention to the fact that it is not possible to modify a paper in any way, once it has been 
published. This applies to both the printed book and the online version of the publication. Every detail, 
including the order of the names of the authors, should be checked before the paper is sent to the Volume 
Editors [20-24]. 
 

2. Literature Analysis 
Several efforts have been made to make the issue and usage of passports easy. Some of them 

include using RF ids as an E-Passport that just displays the details on an LCD display. This was the base idea 
of our project but the concept of IoT still advances and makes the usage of E-passport more secure and 
efficient. Other forms include passports made from plastic, documented passport and passport by the usage 
of biometrics. Even though usage of biometrics is safer, several technologies have emerged for spoofing of 
biometrics of a person. So an electronic passport that contains an RF id with highly secure encoded code can 
protect the safety of passport. These details can be accessed at any part of the world and the editing of these 
details can only be done by authorized persons but not the passport holder. 
S. Sharma et al. (2016) proposed a new device based on Implementation of cryptography algorithm for E-
passport security. The authors describe a method that can be implemented for improved security in e-
passports. It describes an algorithm in which data stored in e-passport can be encrypted [2]. 
S. Kundra et al. (2014) proposed the study of recent technologies used in E-passport system. The authors 
describe the recent technologies that are being employed in passport industry throughout the world [5]. 
M. Butt et al. (2013) proposed a new device e-Passport Duplicate Enrollment Check in the European Union. 
The newly proposed device gives an automatic passport check at airports and borders to reduce the number 
of workers employed for passport checking [24]. 
 

3. Problem Statement 
The main problem with the existing passports is that they are delicate and duplicating by means of 

spoofing is an easy task. This leads to the increased effort for cops to track the thieves. Also, the labor being 
employed for scanning these passports must be limited. The visa information can be electronically stored 
within the passport, unlike a stamp that is being used currently. Carrying of passports is also a big issue, the 
mobility of the passports are to increase by means of technology. 

 

Proposed Methodology 
The aim of this project is to access the complete details of the passport holder using RF Transceiver 

and RF-id passive tags as shown in Fig. 2. EM-18 reader module is the Transceiver being used. The 
microcontroller used in this project is LPC2148 which consists of the ARM7 processor. When the RF-id is 
scanned the Em-18 reader module reads the unique serial code stored in the Tag and sends it to the 
LPC2148 microcontroller using serial communication. RS 232 protocols are followed using a MAX 232 IC 
and a 9 pin UART1 serial port. The microcontroller then retrieves the passport number which is stored in its 
flash memory. The name of the passport holder and the country of birth are displayed on a 16*2 LCD display 
(JHD162A). Then the same passport number is sent to the PC using UART0 and the PC retrieves the 
complete information of the passport holder like name, last name, address, communication details and a 
photo of the passport holder from the cloud database. 

Flow Chart 
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Fig. 2: Shows the flow chart of the working of RF-ID based e-passport 

 

5. Result 
When the valid RF ID passports that are in the database are scanned, the passports details of the 

passport holder are displayed on LCD and PC as shown above. A log of where the passport was scanned, 
date and time of scanning are recorded using a database log. And if the artificial passports are scanned an 
error message is immediately displayed and the cops are warned and informed about the place of access. A 
total of 50 person’s passports were tested with this equipment and all were successful. Some of the outputs 
of this e-passport are displayed below. 

 
Fig. 3(a) 

 
Fig. 3(b) 

 

Fig. 3 (a & b): Shows details of first passport holder on LCD and PC 
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Fig. 4(a) 

 
Fig. 4(b) 

Fig. 4 (a & b): Shows details of second passport holder on LCD and PC 

 
Fig. 5(a) 

 
Fig. 5(b) 

Fig. 5 (a & b): Shows details of third passport holder on LCD and PC 



[SPECIAL ISSUE SEPT. 2018]                                                                                       7th International Conference, ICIECE - 2018 

http://ijrar.com/                                                                                                                                           Cosmos Impact Factor 4.236 

Research Paper                                              IJRAR- International Journal of Research and Analytical Reviews   307𝗓 

 
Fig. 6: Shows the output when an invalid passport is scanned 

 

 
Overall Algorithm of our project as shown in Algorithm 1 and finally this device gives better 

information about the passenger whether that passenger is authentic or not as compared to other devices. 
 

Conclusion 
The risks of the present passports used can be overcome by using the e-passports and the cost of 

employment can also be cut down. In addition to these, additional security is a plus point and carrying of the 
passports also becomes easier. Passports can be user-friendly and any errors in passports can be easily 
rectified by electronic means. It also reduces the cost of manufacturing and the unique passport number 
stored in the e-passport can be secured. The security check at the airports and borders can be faster than 
usual. The probability of culprits escaping with fake passports can be minimized to a maximum extent by 
using E-passports. The mobility of these passports can be easier as it is one of the internationally recognized 
identities. 
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 ABSTRACT  The objective of this work is to provide an “off the shelf” assets tracking and management solution 
that will enable staff to track and manage Virtual Data Memory for Cloud System through an RFID based centralized 
database information. In a cloud based data center the VDM assets inventory is maintained manually, a staff is walking 
through the assets and noting the same. Human errors are possible with this type of method and may cause huge loss. 
Misplace of these assets can also affect the maintenance. An RFID sticker on top of the asset is placed and a hand held 
RFID readers would enable us to track these objects.  The hand held module has a controller, RFID reader and a memory 
card reader of a Wi-Fi device integrated with controller. The information about the assets are either stored in memory 
card or updated in google spread sheet on a Gmail account. The information about these assets can be accessed to verify 
the availability of assets and helps in tracking and monitoring. 
 

Keywords: Assets, Cloud data center, Virtual Data Memory (VDM), RFID. 
 

Introduction 
 

1.1 ASSET TAGGING : 
An asset is defined as any physical thing which has high value or is very important and if lost may 

cause high loss. Examples of such assets include servers, PCs, RAM, hard drives etc. Asset Management is 
process of managing assets from purchase to disposal, including replenishment and monitoring the 
movement or placement of the asset inside the building, which is very difficult task for big organizations 
who have thousands of assets placed in various part of their office. To address this problem, this 
consultancy project is deliberated [1]. 
 

1.2 EXISTING METHODOLOGY: 
Manual handling-  

In this method assets are handled with a label which has a unique code that needs to be updated in 
the organizations sheets which is used for tracking the assets location. 
Drawbacks for manual handling methodology-  

The manual technique is tedious and a very time consuming process. The manual entry of assets in 
the records which may lead to incorrect inputs that may lead to mishandling of assets. It is also has an 
impact on the man power which is consumed in this process. In this process whenever there is add or a 
change in the asset a new id is needed to be generated. Which might go wrong. Changing on labels at a daily 
process which is again a time consuming process. 
Barcode reader (or barcode scanner) –  

 An electronic device that can read and output printed barcodes to a computer. Like a flatbed 
scanner, it consists of a light source, a lens and a light sensor translating optical impulses into electrical 
ones. Additionally, nearly all barcode readers contain decoder circuitry analyzing the barcode's image data 
provided by the sensor and sending the barcode's content to the scanner's output port. 
Drawbacks of Barcode scanners: 
Costly and they Can Breakdown. Just like your computers can breakdown at any given time, your 
employees can even get sick, barcode scanners can eventually breakdown. It will most likely have a higher 
risk of breaking down comparing to a high quality scanner. 
QR code - the trademark for a type of matrix barcode (or two-dimensional barcode). A barcode is a 
machine-readable optical label that contains information about the item to which it is attached. A QR code 
uses four standardized encoding modes (numeric, alphanumeric, byte/binary, and kanji) to efficiently store 
data; extensions may also be used.  
 
 



[SPECIAL ISSUE SEPT. 2018]                                                                                      E ISSN  2348 –1269, PRINT ISSN 2349-5138 

 310𝗓         IJRAR- International Journal of Research and Analytical Reviews                                           Research Paper 

Drawbacks of QR scanning- 
The process of QR scanning can prove to be tedious and time-consuming. Mobile users have to take 

out their phone, launch their reader, scan the code, and wait for it to direct them to the landing page. 
 

Table 1. Comparison of Existing Methodology 

Parameters 
Manual 

recording 
Bar code QR code RFID 

Manual 
interference 

High Moderate Moderate Low 

Time to complete 
task 

High Moderate Moderate Less 

Accuracy Low Moderate Moderate High 

Speed Slow Moderate Moderate High 

Storage Hard copy 
Digital 
storage 

Digital 
storage 

Digital 
storage 

Price High Moderate Moderate Low 

 

1.3 PROPOSED METHODOLOGY 
Asset Tagging using RFID technology – The methodology for automated handling of assets using tagging 
of assets using RFIDs is proposed. RFID tags which are attached to the assets have a unique 12 digit binary 
code which is read by the scanning device which is embedded device with an RFID reader which is attached 
to it [3] and [4]. This 12 bit code represents the location of assets such as data center, hall number and rack 
number. This information is decoded from the RFID code and the asset information is stored in a memory 
card and sent to the cloud portal which is custom designed for assets management. The details about the 
assets uploaded in to the cloud is now monitored and tracked. This unique code now represents location of 
each asset which can now be easily monitored without having any assistance of manual man power or so.  

 
Fig 1 Tagging Assets using RFID 

 

Benefits of Asset RFID Tagging technology – Comparing to the manual and other techniques of handling 
of assets this can be better possible way of handling of assets as. 

1. Human efforts-As everything is automated there isn’t any need of appointing a person to handle the 
work. 

2. Accuracy is maintained which helps in reliability of data. 
3. Acquiring of data is faster, as it consumes very less time when compared to the other scanning 

process.  
4. Easy to access- Data is easily available and accessed as it reaches the local servers or any secondary 

storage device. 
5. Labor fee eliminated- For the manual process when a specific person was required but in this process 

which requires very less assisting and data is easily available. 

Physically scanning the RFID tags for location of 

asset.

Asset 

location on 

storage 

device 
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1.4 RECOMMENDATION METHODOLOGY 
There are three recommendations are given for implementation of assets tracking and 
monitoring at CtrlS Datacenter. 
• Version 1- Asset Management using Arduino based RFID reader with memory card storage. 
• Version 2- Asset Monitoring using NodeMcu and uploading data to Google cloud (spreadsheet). 
• Version 3- Design of Autonomous Robot for Geo- Tagging of Assets using RFID.  
 

2. Version 1- Asset Management using Arduino based RFID reader with Memory card storage. 
2.1 DESCRIPTION 

The objective of the module is to track the asset by reading the RFID card in to Arduino and displays it 
on the LCD consequently saved in the SD card. As the RFID system used here is of passive type, the 
information on the RFID Cards is pre-programmed. In order to read that data, the card must be brought in 
proximity of the reader.  

 
Fig 2. Block Diagram of Version 1 with Memory Card Storage 

The RFID reader module continuously emits electromagnetic radiation in the form of radio waves at 
a frequency of 125 KHz. When a passive RFID card is brought near this field, due to the concept of mutual 
induction, the electromagnetic field from the reader induces a small current in the antenna coil of the card. 
The data received by the RFID reader is now transmitted to Arduino UNO using UART communication 
protocol. Arduino in turn displays this message on the LCD also. The SD card is removed from the board and 
the information about the assets is viewed in the text file saved in the SD card. Memory card slot section 
contains a memory card and memory card reader. A memory card of 2GB is used to store the assets 
information and the RFID reader READ / WRITES the asset information from/to memory card. Buzzer 
produces a beep sound whenever the  
2.2 RFID TAGS: 

RFID is abbreviation of Radio Frequency Identification. RFID signifies to tiny electronic gadgets that 
comprise of a small chip and an antenna[5,6] . This small chip is competent of accumulating approx 2000 
bytes of data or information. RFID devices is used as a substitute of bar code or a magnetic strip which is 
noticed at the back of an ATM card or credit card, it gives a unique identification code to each item. And 
similar to the magnetic strip or bar code, RFID devices too have to be scanned to get the details (identifying 
information). A fundamental advantage of RFID gadgets above the other stated devices is that the RFID 
device is not required to be placed exactly near to the scanner or RFID code reader. As all of us are well 
aware of the difficulty which store billers face while scanning the bar codes and but obviously the credit 
cards & ATM cards need to be swiped all though a special card reader. In comparison to it, RFID device can 
function from few feet away (approx 20 feet for high frequency devices) of the scanner machine. RFID 
Micro-Chip tags are basically fabricated to function at certain frequencies which are license free. 
These are: 

 High Frequency (HF) 13.56 MHz 
 Microwave 2.45 GHz 
 Ultra High Frequency (UHF) 868-930 MHz 
 Low Frequency (LF) 125-135 KHz 
 Microwave 5.8 GHz 

2.2 EM-18 RFID Reader: 
 The EM-18 RFID Reader module operating at 125kHz is an inexpensive solution for your RFID 
based application. The Reader module comes with an on-chip antenna and can be powered up with a 5V 
power supply. Power-up the module and connect the transmit pin of the module to recieve pin of your 
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microcontroller. Show your card within the reading distance and the card number is thrown at the output. 
Optionally the module can be configured for also a weigand output. 
FEATURES: 
 Operating voltage range 3.3V to 5.5V 
 Operating frequency 125kHz 
 Current Rating < 50mA 
 Reading distance 10–15 cm 
 Communication parameters 9600bps, 8-N-1 
 Supports Tags which work at 125kHz 
 TTL serial & Wiegand 26 Interface 
 100% EM-18 RFID reader module compatible (Hardware & Software) 

2.3MICRO SD CARD: 
This Micro SD Card is used for transferring data to and from a standard SD card. The pin out is 

directly compatible with Arduino and also can be used with other microcontrollers. It allow us to add mass 
storage and data logging to our project. MicroSD is a type of removable flash memory card used for storing 
information. The cards are used in mobile phones and other mobile devices. It is the smallest memory card 
that can be bought; at 15 mm × 11 mm × 1 mm (about the size of a fingernail), it is about a quarter of the 
size of a normal-sized SD card.[2] There are adapters that make the small microSD able to fit in devices that 
have slots for standard SD, miniSD,. 
2.2 RESULTS: 

When swiping the card the EM-18 module scans the corresponding card information and is stored in the 
memory card. Fig 7 shows the stored information in the SD CARD. The card ID and the corresponding 
asset number is stored in the file and is displayed. 

 
Fig 7 Data Written in to Text File 

 
Fig 8 Hand Held Product 

 
Fig 9 Final Product with SD Card Slot 
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